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AT AIVZTRES 7« T (UC San Diego) DHRBEZ. %
MEZBERFE. AVE1— 22— ATV XD TH Y. UC San
Diego Health Tl&. A /\—tF21 U7 rBYERL LTHEATN
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BFRERECE) YATLIEKELTWSEWVWSAT
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RIBORRBRICEEERA TN ST LT
THEZEZITTOAERTHELE Lz, &R,
HERODBEREIE=ZZ2U VIENBZRETL
feh. BEEVRTLDA I VICKYIBYEMICIE
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IFongIBEELE Lz, TOEHITIEHBRAIL
ZHICH LTS Y LAY T 7RBREERRL TV
DofeE WS RIDMESLHYET,

B E550FFBEELLRY TT,

0 BHANICR TABRICED 2D TIEH Y FEA
M KEDHBERDT T LT T T IC K BBHE
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ATL&DD,
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REAb I MERAICH Y £, UFIRSREICELS
HEIIHBTEATVE LA, S TIEHEEMIC
RIRcEbHYET, THIT. BIBORHDER
HEKRTT, HE. KEDHEROWEIES &£ 1
FBRIVUEDOAX FHDOD B EREETNTUVET,
B MEHNGIBREAREVNT TR, REDETA,
TR T T LD T 7 ICRRE L THREICE S TH5E.
BREEZILST—ADEZLDTLLOID. ZNE
EFIOTICBRLESETEHDTLEOID?

O EFNGET—2ZF>TWVWEDIFTlEH Y F
BAD. B ETATIEZLDFERENEREEZ
> TWBZSTY, RIFKETIE. EEA VT
SHVAN-—KBEZITHBEICRELERED
I+ % & 2 (Cyber Incident Reporting for Critical
Infrastructure Act of 2022 : CIRCIA) A EIZ L &
LTze £ BAA. BREEEA VT SDOHICES
NTVET, COEROREICLDE. BEA Y
TIDTAN—KEZZIFIHE. TOEMIE
72 BEELIAIC, DHS CKEELZ2RER) O
B T& % CISA (Cybersecurity and Infrastructure
Security Agency : A/ N\—tF 1) T - HEE
BLLRET) ([CHRELEITNEGRY EEA.
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ICIThNET EEBE>TUVET,

ERERDOYIN—tFaVT1%
ML €SI

E) ) A#FABT 3 UC San Diego Health i&. EIL
I H DR DHEEHZ VLD T 7 OWEITE
WEREELIE LTcfcsd, BRWMXGEES I TS
IV E L, TOM. EEICENIFZED
BEEBAHSTDTL L DD,

@ RO RERAE LicimXiE. 2023F58
ICKREERHFEITT ST v —F /)b Uournal of
American Medical Association : JAMA) THRZ&EL

THY, ETERGTENTEETH, O
&, 2021 FElcH > T4 TIMIFD 5 DDEEN
SUH LY ITOWEICH ST L TDRREE L
BHEDTY, RIEEMPIETRIC. HEH] -
WEY - WBRINFEREZNZTN 4BRT DICXY]
W, EDESHEDHOHERELTVE
T HRTIH. REBEOFENEELELRL.
REEREZITHE COFLEBMLABICE A
. ZLDAPEMICBTESS T EHLREY
THEE/LGVRREGY X LIz, Ffe. EHERE
I LR CIEME R DB EEZIFANTOEL
feDT. WEHICFL =B DFEBRHZIF AN S fize
REEOKEIFFEET ST EEAYE L,
B2 ANSRERRAZ Y TDTEHY., 2REF
DEEDAHLDOFDOIHODDONET, wmXHEREK
%, AEDSIEEDLSERENHY E LIH,
B2 DATAT7HEEEERVE LIL, 1D
MEELSOBNADEEZITE Lz, Ffo. B
BURELEGEEFO>C<NE LS.
BHUHESTEVET, SEDA VR 1—IC
L, 2ADRERELEANTWVEDTIH, &
DRF vV EALDEBERDONBAETS VT LA
VI 7 DBBICOVWTERBRET e &b
P E L, ABRSOEEIEEEELTT—HA
TENTVRDOTRELTHE L2, DN

% 1 Ransomware Attack Associated With Disruptions at Adjacent Emergency Departments in the US
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2804585
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LUz T7DBHICEY Z&HIE. H<ET [EM
ROER] TLHLdbYFHA. B DHEIL,
ZITho—SESD TEFARE] WS> &k
VET, &8BAA. TF21) 74 WREZKRFTT S
fe®ITid. SBREBNERBHFERTVLELD
BEEZTVET, RERTIE. BBz
(NIH) REIIRZHE (NSF) 75 & DEFRIERTIC,
ZDREY VICET AABENDESRUEBLES
5T EBRELE L

B thicd NEEEEOBE TRENEREINEETN
THY. +95E Y —AEHHEWNE DR
CITIEZEILE, T5IT, T N\—EOEH
TR TeABRICH L GBEGANF IV T« &R T T
CIFEREBMNETED) LEESINTVE T,
[ EW\, Y LY T 7TREE SR R, 5T
HIITKEBREA—IEZRITBRITTEL, FEA
EDBE. WBMEBRREHE > TVET, bl
ICERTBEEONEWVRY ., SRS EIEBEW
TlEdh ) £,

B ERAS S E DT 5T LK BRERE L,
TEBRITRELTERD BT EHEMT HNE
TY., EEICE LUREBRICYT L CEIRIAZRT &
SlcHBELIEEB Y. REHLNMEICEVATNS
AIREMA DY ET., WOSICELEBRELTA Y
7S5%EILTBLOIBMLIEAD. #HRlcEoT
IEFBHICRBLWTL & D,

B N—HBOWEE L+ 1 T DIEILIC
DEIFEZRWTIATTIREBVET, e
RARTIE THESSHICEET 2 BN ZEE0H 5 8.
SBOM (Software Bill Of Materials : ¥V 7 b7 =7
k) OFMMERE, TS5, EREOEFa
U7 4 HZREICHT NG g &ENRED
[EDOVWTEHERENTVET,

@ ME5sEICRBY 23BN EEDH B T LIFEREICE
BTY., BEHZ/\v H—ICHAT 2ITIEREN
BTNy H—PEBDYEF 1) T 1 HEEDEHTH
RBETT,

B 2<&>TZ0@YTY. TNERFHT2 AD
HEMNN\YA— - D227 ThHBT L%&5H#<
‘’LC%ET,

~NoH=&
INyh—- A3 21=F« DA

BElEsEEREROLT 1 T ooV TEV
£9, EFEEBEAN A= N\NyHh— a2 ="FT~«
EDBERITDOVTHEN TN,

[ RE. SLDOEBRBEBRYZ—d, WEPY—
EXDtF 1) T &5@LT BIeHIT/NY FH— -
AZ2Z7 10 EBALTOET,

O RENE/N\ Yy H—RtF 1) T FEENUT
PH—ERXDEHEEEFER LIBEIL. X 42—
(FIRE) TEOBBRBELHAEL, BEEINT
EEBER LI ET—RAKYT 5 Mk ifsE
Rl EWST7TO—FHAEREFE>TVET,

& MEDBRIERIH S KFNEBEHRIE > feblr
TlEHY T BV R AT L PERERK
BARYVA—FN\YH— - AT 2T A DEEER
LTEZX LIz, TIH BE5 FERBITHIzS/\Y
H—DFRAE - HRICE > TEEEBA—H—DE
BARLICEENGZLDITELLTVEE LT
TNSIE 2018 FEITHIENR— X X —H—DHfEse 1%
ZRELIEU—-S4FREK (BillyRios) 3+,
AR VR TDOFEERE LYz O0— L

% 2 Congressional hearing 'Stopping Digital Thieves: The Growing Threat of Ransomware'
https://www.youtube.com/live/f8EAlfca6l0?feature=share&t=2104
(#FE + AT ROBERFRIGENED 35 7 02 MBAL SIHES)

% 3 Understanding and Exploiting Implanted Medical Devices

https://www.blackhat.com/us-18/briefings/schedule/#understanding-and-exploiting-implanted-medical-devices-11733
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S R4 17K (Jerome Radclife) ** SDRRIC &
56DTY,

F)KETIE FDA KEEREXERRE) HEEEES
DHAN—F2) T4 EEBLTVWETH. &
nNE/N\Y A—TfeBIC LB HEEMRAROAE <GBk
LTWVWEY, BHE. ZLOEERESENV 2 —HEH
HDOHE%E DEFCON DT 1 Ly Iz EITRH L.
NYA—ITKBEF21) T4 F v o E=REEBHIC
RIFANS LS B Y T LT
BHUNESTENVET, X E—ENvH—-
12317« LORABRHEINZBIEEH S
TENTEF Le. REDEBTY, YLD

TOWEEFHTHEVIERDS. AHERIC
TEBRTLRDBYETH,

[ ETHHLVEMTY, TFEEBELED
V. b OMEIET A N—BEICBELTELWL
BEEREZT HcODIRIZETEH EIFHT LICE
REHTTVWEY, ARBERELICHY . B
WGIRHLICEDVeREZ I 2dicid. T57%
LFEPHET —2HBETY, RIT. 10 FET
HNE. TAGIRIUCEN T ENEBEDTES
e LNEEA.

B £ ICREEOMREICT T HELBZTDEDTY
R, RAIFFHICHYDNESTEVF LT

% 4 Hacking Medical Devices for Fun and Insulin: Breaking the Human SCADA System
https://www.blackhat.com/html/bh-us-11/bh-us-11-archives.html#Radcliffe
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SV LRI IV—T\DOHE

[E] : 2023 F9A. SVYLHETIL—TD
1 DT%% % RansomedVC NEADEFRE L&
NEK LTz, TOTI—TOEHIE 77 1IVDBS
S, FRLE77MIVERRTSZEEL
THHRE (Ransom) HEERT B &2, BET
& BEEUNOFOZRELT. SRESEEK
TBTI—TMEZTWB, ZDedH. SV LA
WE Y V=T \OXNRICIZ/N Y 77 v TR TIE
WSHE LG DDH B, TAN—KHEDHE
ICES T LERRIC. BRBAVDEREZ®RLL
T ARITHLTE BHHIBRIEE CTH S,

[RZE] : 2023 &£ 9 A. RansomedVC &MEEN S S
VY LEBIIV—THYV - ROEEAHE LT
ERFRL. ZORHGFOEMEE > CEEEICE D
feco TINETOZ VY LKETIE. E£HE T 71V
EBESIELT. ZOT7 71 IVDES L5 EHZIC
BREEERTEHEVOIHEF AN MW TH>
feo LHL RansomedVC Tl&. #5557 7 1 ILDES
SETEEL. BRLIET7 70V E)—0TBE
BT BFEDMED T IV— TSV TH B,
FEGBEOFEIGE. O MBS LIEET 7
1IVDES LB ERAICEREEER]. @ IFHE
LIEHT7 74V ERRT B EBEL @ DDoS
WEEMTENT S EBE] O3EETHS, Z T
LB TV —TETNSOFEERHEDETK
BEITO>TWVWE, ROWEFEEMBR IS L
OQZETH>HWBIFERT ClE BOZERIFGETA
TW3, ORBZEITOBEIF CD=FXE. @0
HEFTOIWBIED D/ —7 7T LEMEN

A LGIN2022507

RV LRBROFELRRO LT IV—T
2023 fF E¥H

# T 7 KWEIIV—T
A LT =
TZ7AILD
A SO Phob
RO e obos
—Eg
{v)
B ) 65 14 (78%) Clop, Maze
ZERB e Lockbit,
¢ (DDoS %%) e Ragnar Locker
_ RansomedVC,
D /=TT SUH L 64 (%) R0
BianLian

TWa, /=717 LEVSIHERIE <)V
T ITICKBES AL TITRBETTD FEDFH
EIHHIR Y e HERT OB, BFH 9 A 21
BICRBE LEEN TS TERATNN . BN TIE
Encryption-less Ransomware 7x & & FEHEN TN B,

BianLian &MEIEN2KE Y )L — FILETHS B D
ZERBETO WL 0% DT IV—TIT&>
TEBES{tENET 71ILDES Y —IUH 2023 F 1
BIZRREENA. coEh s/ —o 750 A
DOFAICAHERLTWND, /—7 75 VF LI
BRGIEDOTILY T 7 2BV BB EREFOE
ZHoEVWEDD, WEY IV —THFOEEZ T
EDS. TUHVLKED1DELT/ —IIT IV
Y LEFATWS EHEREND,

EROZ VY LRBICH LTI/ 7y TH
FHEMEE TN TERD. TIEFTEONDS
BLOMTAT Q.0 HALIBBREIIE /Y
IT7 Y TTEFRTREEFHPFEND, REROBE
THNET 7 MIVDBES(EENS e HREICKR D
ERPTOVH. /=0T IV LIERDHSEN
SOICHBEED BT, TODELVRICIERS
WENTWBBNDH D, TDTEND. A=
Web &% 1BHRBA LV DERE®RLL T, TR
IS TEBHFIBRAVBEL 55,

[1&%RiE] https://x.com/MalwareBibleJP/status/1719553784878407798
https://www.npa.go.jp/news/release/2023/20230919001.html
https://www.bleepingcomputer.com/news/security/amd-investigates-ransomhouse-hack-claims-theft-of-450gb-data/
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JEFARIEETY,

NoTHBEI VIV WERD 4 BEREZ>TVET,

1. EREFHR
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2. FREY—/\—HERR
HEANBEELTWS IPT7 RLREH DB —/\—H [Shodan, Censys] &>z loT BET
VIVTEDKSITRAZDO =R LET,

3. H—ERFHR
Shodan,Censys] &EWo Tz oTRERI VI VERVTCERLIEVWY—EXDFEBL TV ST —
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4, Y—N\—1FER
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TEBTETCVWEVESAY —N\—%2FRT2EICEFABLET,

loT #®ERI >V I > EMENS Shodan. Censys] TIH. A2 —% v b EICRARAENTWS Y —/\—
HE TETEHEREWNELTHY.. BER - MEH ALY —ERXTY,
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THAYY MEREEICT 7 A LETDT. FREDFIBITR>TT AU Y bR LT EEW,

®% SHODAN | Accoun t  Biling

THATY MEEATE T LE LS TFDO URLICTZ 7 A LET,
https://account.shodan.io/

Account Overview |2 T, B L7 A7 Y MERONRTRINTWVWS T EZRHERL T EEL,

BI A VHEENTVEWZEICE. UFO URL LW O 1 > ZRME L TLIEEL,
https://account.shodan.io/login

n
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2.2 Censys D7 h7 > MMERL
MFDOURL &V 77X LET,
https://accounts.censys.io/register

7AYY MEREEICT 7t ALETDT. FREDFIRISHE>TT AV b ZER L TLEEL,

censys
Sign Up
w question:
First Nan Last Nanm
Pat Doe
Organizatior Ph
ACME Co. EE- (201) 555-0123

THDY MERHTZT LE LIS TFD URLICTZ 7 A LE T,
https://search.censys.io/account

My Account IZT. BERLIET7 AU Y MERHOFRTRIN TWS T EZRERRL T IEELN,
Censys | awss~ | @ | seaen x -

My Account
Details AP
Account Information Subscription
Plan Community
Queries Used 152 (60.8%)
Name - Allowed Queries 250
Queries Reset November 30, 2023 05:47:28

Number
UPDATEDETALS
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3.Shodan, Censys &R =S E8b 5 RIc Y —\—DIRiRGR

lShodan, Censys| ZAWLTC. BENEERY B Y —/\EHIIAMHI SR —/\ORREZHBLE S,
GH. AEOBEZRPRTABTIIHERROLDTY., BERBL LI ABHNELTS5EE0HVE

TOT, ARELTLEEL,
3.1IP7 FLATO#%R (Shodan)

FI.IP7FLRAZIBRLTVNS, BENEET Y —/\—ZHELET,

IShodan| D&FEMEIC 202.222.240.168] ZAA L THRERLEY, TDIP7 FLRIE HIIY X

T LLADE Web F—/N\—D IP 7 KL XTT,

... SHODAN Explore Downloads Pricing &

BEERTTHLEROEELER ' TET,

202.222.240.168

iostnames

Country Japan
City Hitachi

Organization Hitachi Systems, Ltd.

E Hitachi,Ltd., Managed Services Business Division
ASN AS59109

(4]

780 /TCP 2

Apache httpd

483 /7000

Apache httpd

REFEREENSIE. KEL 3DFERPRTHNET,

© General Information. @ Open Ports. @ Port &ML AR AFHATY

ZTNZThIEOVLT, FLLRTWEET,

¥ 1 https://www.shodan.io/host/202.222.240.168
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1. General Information
Whois TESNZI1EREE. UZT—/N\— (BT 2EANGERHIRTRINE T,

@ General Information
Hostnames wwu hitachi-systems.com

Domains HITACHI-SYSTEMS.COM

Country Japan

City Hitachi

QOrganization Hitachi Systems, Ltd.

ISP Hitachi,Ltd., Managed Services Business Division

ASN AS59109

2.0pen Ports

HZT—N\—TZWTW5 (Listen) R— D55, HEHST 7 L AARELHEEDHRRENTL
£9, M. EBRAFERE] ICC Nmap ZAWVCRY b T =7z LIk S [Shodan] H & e,
R— b RF ¥ U GHEEDHECERNICERZNELTVET,

// LAST SEEN: 2023-11-01

55, Open Ports

n

3.Port T&DL AR ZAEHHA

[@® Open Ports| THERTESZENTWLS (Listen) R— DL AR AODRBERRLTVET,
BZIE. 80 B R— FDL ARV ARRICIE. Server : Apachel DEE#EFHH Y. Apache HTTP H—
N—DEHLTVWBTENMAZET,

7/ 80/ TCP 1375735277 | 2023-11-01708207119. 895134,

|Apache httpd

HTTP/1.1 203 Forbidden
Date: Wed, 01 How 2023 06:07:19 GHT

sthe 209
Content-Type: text/htnl; oharset=isa-3359-1

4. Vulnerabilities

1202.222.240.1681DY —/N\ITIFEEEHEBROIRTENTWE LA TL ., LA L EEL WA Y —
I\DEEE5EIEE (MEsstED TEFE L CLBIBE). IRN—TJ DT DL S GRENODEFTICRRIENS
Hahd ) ET,
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A\ Vulnerabilities

Note: the device may not be impacted by allof the: < The vulnerabs

CVE-2023-3817

fties are implied based on the s

Fio

Issue summary: Checking excessively long DH keys or parameters may be very slow. Impact

summary: Applications that use the functions DH_check(, DH_check_ex( o
EVP_PKEY_param_checki to check a DH key or DH parameters may experience long delays. Where
the key or parameters that are being checked have been obtained from an untrusted source this may
lead to a Denial of Service. The function DH_check() performs various checks on DH parameters. After
fixing CVE-2023-3446 it was discovered that a large ¢ parameter value can also trigger an overly long
computation during some of these checks. A correct q value, if present, cannot be larger than the
modulus p parameter, thus it is unnecessary to perform these checks if q is larger than p. An
application that calls DH_check( and supplies a key or parameters obtained from an untrusted source
could be vulnerable to a Denial of Service attack The function DH_check() is itself called by a number
of other OpenSSL functions. An application calling any of those other functions may similarly be
affected. The other functions affected by this are DH_check_ex() and EVP_PKEY_param_check(). Also
vulnerable are the OpenSSL dhparam and pkeyparam command line applications when using the ™
check’ option. The OpenSSL SSL/TLS implementation is not affected by this issue. The OpenSSL3.0
and 31FIPS providers are not affected by this issue

32 IP7 FLATD#EFE (Censys)

Shodan] &[E#RIC, [Censys] CHLEENEET 2T —/\—ZHEELE T,
[Censys| DiRZEMIC 1202.222.240.1681 Z#A AL TIERERLE T,

Q Hosts ~ | # | 202.222.240.168

censys

x Search

BREERTTHLEROEELET * TNET,

202.222.240.168

A5 of 0ct 24, 2023 4:02am UTC | Latest

O summary D Histy @ WHOIS M Explore

5 Raw Data~

Basic Information
Forward NS . hitachi-systems.com

(1559109)
Services (2) 80/HTTP, 443/HTTP

Software
B Apache HTTPD
Details
hitp://202.222.240.168/
Status 403 Forbidden
Body Hash. sha1:27bb0c2c5054c27d6c5dbdedb7s260ed91 5095

HTMLTitle 403 Forbidden

Response sody ([

HTTP 443/TCP

Routing 202.222.240.0/24 via HITCLOUD Hitachi . Managed Services Business Division, Jp

HTTP 80/TCP pry—
[ oo Toe

(3]

10/24/2023 04:02UTC]

36°3600.0°N 140°390...

Geographic Location
City  Hitachi
Province  Ibaraki

Country Japan (JP)

Coordinates 36.6,140.65

Timezone  Asia/Tokyo

IRERFEREED 5 I

© Basic Information.

1. Basic Information

KEC3DERDPETENE T,
© Geographic Location. & Port T& DL ARV AFHATT
ThZne DV, FLLRTWEETY,

Whois TIE5 N2 1EME E. Hea—/\— BT 2EFNGBEROIFTENE S, Ffe. [Shodan]
TWS lOpen Ports| (c5%2H 9 B1EHE [Servicel HE & LTHRRENTWVWET, HEY—/\—T
ZZEWNCWB (Listen) K— DA AEHST VL AR THB I EZEKRLTVET,

% 2 https://search.censys.io/hosts/202.222.240.168
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2. Geographic Location
P77 RLADSHERFIREG. BB LZDREMZRRLTVWEY, Shodan] (<& EHRDABDHE
HENTLET,

3.Port ZEDL AKX

[Shodan) &M@k, ZBLVTWB (Listen) R— FDL ARV ADRBEFR L TWEF, Shodan,
DESIT. HTTP L AR ZD Server Ny Z—F TDOFRRIEdH Y FHAD. [Apache HTTPDI TH
BEHBILTVBT EDEZAET,

3.3 FQDN T®#%5% (Shodan)

&, TShodan) (€T, FQDN(Fully Qualified Domain Name : B2 (ITIBEE NI KA A V% ) TR
RLZET,

#%~ T') Twww.hitachi-systems.com] THRERLET, BRER 3 IFTTRDEY TT.

€ SHODAN  Dglwe  Dowloas  Prcngw n

odan account? Check out everything you have access to.

OlF. ®EZ T T'www.hitachi-systems.com] THRERLEROY—/IN\EHT. SEIL4EHS
TEDNDOWET,

OHZNZTNDH—N—DRAEERLE T,

ODFKRXEN. Twww.hitachi-systems.com] (cX v F LIz EHFXRLTWVEY, SEIE HTTP L
ARV AD Location Ny X—[c< v F LTWET, 302 Found (&, UAALY b AT—2ADL
ARVAD—REBVETDT, HEZY—/N\—IL7 72 XF % & Twww.hitachi-systems.com]
ICUAA LY hENBFICHEY . Wb, hostname I Y F LTWE D TIEEVRISERED
WETY,

ARHAERR CRRICI Y F LIc 4 Hid2TE LC T Twww.hitachi-systems.com ] DEH—/\—
IIREERICKRTENTWEWT EHDDW E T, BREBERICRRENY —/\—D5FEIE. OD
24 ML BIRTIE 1302 Found)) Z#2 YUy o925 ET. RITED 3.1 TR LA TRERT S
TENTEET,

BH. MRERICK > TE ODMEIC. AR—VDRD K S ICH I VIFBRHFRREINDHED D
V&9, ThZhD, BEZERT ST ET. RUAHERET ST EHNTEET GEREIEFRET
BRI BFECY ).

% 3 https://www.shodan.io/search?query=www.hitachi-systems.com
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S
-

Japan 941
United States 153
Singapore "7
Australia 57
Netherlands 43
More...

3.4 FQDN TD#%% (Censys)
[Shodan) &[E#RIC. TCensys) T# FQDN THRELE Y.
%~ T1) Twww.hitachi-systems.com] THRERLET, BRRER™ IFTREDEY TY.

(117

CenSgS Q Hosts v | # | wwwhitachi-systems.com x & o
i= Results Lul Report
Host Filters o Hosts o
. Results: 21 Time: 0.455
Labels: —
10 jquery 9202.222.240.168
5 jquery-ui . . N
Taci 10, Managed Services Business Division (59109) Ibaraki, Japan
s loginpage SO/HTTP 443/HTTP
3 remote-access
2 bootstrap
© More J202.222.251.24
. Microsoft Windows HITCLOUD Hitachi,Ltd., Managed Services Business Division (59109) Osaka, Japan
Autonomous System: sopTTP aaaTTe
9 AMAZON-02

4 IDCF IDC Frontier Inc.
2 HITCLOUD Hitachi,Ltd.,
Managed Services

Business Division

INFOSPHERE NTT PC
Communications, Inc
NCAS Kyoto University

B More
Location:

20 Japan
1 Germany

Service Filters

Service Names:

35 HTTP
4 SMTP
2 IMAP

G 210.129.17.154 (210-129-17-154 jp-east.compute.idcfcloud.com)
IDCF IDC Frontier Inc. (4694)

Tokyo, Japan
443/HTTP

&210.129.20.129 (210-129-20-129.jp-east.compute.idcfcloud.com)
IDCF IDC Frontier Inc. (4694)

Tokyo, Japan
A43/HTTP

&2210.129.18.21 (210-129-18-21.jp-east.compute.idcfcloud.com)

Linux IDCF IDC Frontier Inc. (4694) % Tokyo, Japan
443/HTTP

GJ210.129.20.138 (210-129-20-138.jp-east.compute.idcfcloud.com)
IDCF IDC Frontier Inc. (4694)

Tokyo, Japan
A43/HTTP

(2]

%R T Twww.hitachi-systems.com] TH&E&R LIERDO Y —/N\—BEHT. SEIF 21 &
HBTENDOVET ARRRERR) . ODZTNZNOT—/N—DRRERLET,

https://search.censys.io/search?resource=hosts&sort=RELEVANCE&per_page=25&virtual_hosts=EXCLUDE&qg=www.hitachi-systems.com
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lCensys| Tl&. TShodan] &G W, EOWHTRRI T EXYF LIcDOLIFDHS%E MR
HTY., BELERDR EERIT N'www.hitachi-systems.com] @D IP 77 KL X 202.222.240.168] A
RRNENTVWBRTEDDHIET,
FElE. ©D A )b 1202.222.240.168] =9 1) v 7§ BT LT, HIED 3.2 THRLIAEAT
MR 2T ENTEFRT, OlF. TRUIBWMOARREINZDGZGAELH Y ET, ThZNDEEZEER
TBHZET BRYIAFERET DT EDNTEEY GEEHRIFRS CHRFIEFECT),

3.5 SEBAEDIRTE (Censys)

TRID &K S, #mEXSR%E [Certificates| &9 35T &T.

censys

. hitachi-systems.com x

ZOHITIE. CN (Common Name) XY F VI LTWBEEZSNET,

CeﬂSUS Q Certificates ~ | www.hitachi-systems.com x
i= Results
Certificate Filters Certificates
For all fields, see Data Definitions Results: 39 Time: 2.045

Label:

36 @ evertrusted

36 @ leaf

33 expired
33 A untrusted
32 &act

@ More

Issuer:

24 DigiCertInc

FERREZNRICIRERT 5 Z LD AIREC Y.

3 )7

)7

LW Report

# C=JP, ST=Tokyo, L=Shinagawa, O=Hitachi Systems, Ltd., CN=www. hitachi-systems.com
DigiCert Global G2 TLS RSA SHA256 2020 CA1
2023-11-13 — 2024-12-04
wyaw hitachi-systems.com

# C=JP, ST=Tokyo, L=Shinagawa, O=Hitachi Systems\, Ltd., CN=www.hitachi-systems.com
DigiCert TLS RSA SHA256 2020 CA1
2022-11-08 — 2023-11-30
www.hitachi-systems.com

2AMITET )Y IS HETRDE S ICEEREDSFHEZHERT 5 EN TEET,

censys

I Q Certificates ~ 15d: 08186a9fa0f 1 62ff2f l

www.hitachi-systems.com

# Certificate ~

Basic Information

Subject DN
Issuer DN

Serial Number

Validity Period
All Names

Labels

& Tust~ « Zlint & PEM

Browser Trust
C=JR, ST=Tokyo, L=Shinagawsa, O=Hitachi Systems\, Ltd., CN=www.hitachi-systems.com
Apple
C=US, 0=DigiCert Inc, CN=DigiCert Global G2 TLS RSA SHA256 2020 CA1
Microsoft
Decimal: 12483026058163228456568600050134224245
Hex: x96424b3c73adda435ec327aab258d75 Mozilla NSs
2023-11-13T00:00:00 to 2024-12-04T23:50:59 (387 days, 23:59:50) Chrome

www hitachi-systems.com

everrusted, leaf, ov, trusted, unexpired,

*K)

& RawData~ #

& Browser Trusted
& Browser Trusted
& Browser Trusted

& Browser Trusted

Key Usage and Constraints

Fingerprint
IsCA? False
SHA-256 15d205394cf84490ccB8808186a0faB8fb0BOdId59493FabbsefesbBedel62f f2f
Key Usage Digital Signature, Key
SHA-1 8665b5dabd1ee83123073fa160ebBas9ad783a6 Encipherment
MD5 6c616835abed869cd314bba1deTed29 Ext. Key Usage Client Auth, Server Auth

Human «IT g H



@' SHIELD 5ecurih| flesearch Center

Censys| TIFEERAE%. Fingerprint (BEIPIEIE WO EERT. BEBRIMHAED T —2H 55t
BEN28E) TEELTWSREEZSNE T, &REMRICH Fingerprint PEENTAADTN TS
TEDDDYET, TD Fingerprint ZFAWNT, #8352 RRELET,

BERNR%Z [Host) ICEET BT LT, HEMEZ—RIHET ST ENTEF LT

@)Censgs & | 15d20 f04490cc88081 4e162f2f x S o

Q Hosts presenting the certificate you searched are shown below. You can also Search Certificates

iE Resulls Ll Report

Host Filters
Labels:
Not Available

BOD Fitachiiid., Managed Services Business Division (59109) @ Ibaraki, Japan

Autonomous System: H
@BO/HTTP @ 443/HTTP

1 HITCLOUD HitachiLtd.,

SEIFZTETERYET, N2 FEY—/ SRR, Tld. BEHLEELTVWSY—/ =0 [Shodan,
Censys] TOHEERAE. Shodan, Censys] TODRZAERELE LT,

WEEICKLDBWERAC >~ (Attack Surface) D EWLWHEEERER T BBRICFIBALE T,

REHSIE B.H—ERFEHR &Y ET, [Shodan.Censys] &EWZofz loTHREI VIV EBWLT.
BRLEVWY—EZXHBEL TV BT —N\ZFERLE T, BERTERTE VWGV —N—Z2FRT
BEEEIFIALEY,

19
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