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JIGRLET,

NS DERDINEIL. [Shodan, Censys] HNMHBICIT>TWE T, ZDIERINERMD 1 DH. KR—
FRAFY T, TR—FRAFr ) ERy FT—27ICEHEETNTVS, BER— F2TEEDT—4
ERIELT. ZORBRAL SHEELZRMET ST ETY, M. EBRAFE) Tl Shodan, Censys] T
BoONBEREAA—VT B EEBMIC, TR—FRFv 2] #HGTLET,

GH. ABOREEITEBELTVE TN REEFATIEDTIEHY F8A. OAlHR FRZ v
T — VGRS CTRIET 2D TIRE. DBINIEEEAS S UHESEEZFIAT 5 2RO L
£9,
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[ Shodan TORESE A X —
2.% &

2.1 Nmap #%179 % Cent0S D#EfF

Nmap #2179 % CentOS Z#(E L £ 9,

CentOS &, TLet's Try HDD &£ ! 1. ZEf&iRF) TERR L TWE T, fEREHDAIFZTE 5% TFIAL
EEW (RFPyToay bggeaERA L TIREW),

AETIECOHTIERT B A&, FEEBURL KU\ I+ N—EBBLTLEEL,

- Let'sTry HDD fR2 | 1. {57  [MREDEBIREDIER |
https://www.shield.ne.jp/ssrc/document/doc/SSRC-HJ-202306.pdf

2.2Cent0S DXy b7 — &
MBRE] = TRy bT—2 ) = [7ETEZ—11 DBIWYTHINATI Ffeld 1Ty IT7RTE—]
BE AVEA—XY MBS CERRELLOTVWA T EARRELET,

@
PERT)  HIBR(D) (E7CiR) | JOAT4(F) A0—AC) | B3EE(S) [GEH #ah(T)

@ victim-Cent0S - B

wyh0-h
THI k-2 | PHIE-3  PETE-4
ST —PH 5 RIL(E)
E ST [NAT
T

ivanced

Ffe. CentOSHEEN, OJ A VRICUITDIARY FZEANIL, P77 FLADEBTECWST L&
HERLE T,

n
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BTlE Ry b T—0 42 —T1x—Renp0s3 I IP 7 KL X 110.0.2.15/24] BMIEETh TS
TENRERTEET,

rootilocalhost 18 1p addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1886
link/loopback #8:88:88:88:88:88 brd BA:00:00:600:00:08
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inetb ::1-128 scope host
valid_Ift forever preferred_lft forever
Z: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 168
a

linkgather ARLAA:27:6f :38:ee brd £E:fFf£:E0 00 FF

inet] 18.8.2.15-24|brd 18.8.2.255 scope global dynamic nopref ixroute enpBs3
UATTA 1T T B6Z7bsec preferred_Ift B6276sec

inetb feBB::alA:271T :febf :3Bee 64 scope link nopref ixroute
valid_Ift forever preferred_lft forever

23Nmap D1 VA b—Ib

CentOS ICNmap Z A YA b—JVULE T, Nmap i . &2&EERAGEF 21U T AFvF—THY.
HCHASHMATNTVEY, Elc, AVE1—42—XRy bFT7—2ICHVT. RRODOAVE1—%2—
DEHDR— MR L TERERETV. R— FORREHERT 5. R— FXAF v VICRHIAEThE T,
CentOS Ic@Z 1> L. ULTFDOAXRY FAERTL, Nmap B4 VA F—)LLTLEEWL

# yum install nmap

RITHERIILUTDEY TI, 41 VA= )bRIcHEREIEE LS, Tyl EAAL. A VA =LA
FfTLEd, MDLSI Complete] ARTFENNIETZT TI,

[rootPlocalhost ~1# yum install nmap

[Failed to set locale, defaulting to C.UTF-8
ent0S Stream 9 - BaseOS

ent0S Stream 9 - AppStream

ent0S Stream 9 - Extras packages
Pependencies resolved

*B6_64 :7.92-1.e19 appstream
Installing dependencies:

nmap-ncat *B6_64 3:7.92-1.e19 appstream
ransaction Summary

Z Packages
otal download size: 5.8 M

Installed s

24
Iis this ok [yN1: y_

Doun loading Packages :
¢ nmap-ncat-7.92-1.e19.x86_64.rpm 489 kBr/s
nmap-7.92-1.e19.x86_64 .rpm
[CentDS Stream 9 - AppStream 4?3 kBss
Impurtlng GPG key BxB4B3C65D:
Cent0S (Cent0S Official Signing Key) <{securitylcentos.org>"
99DB 7BFn E1D? CE2Z 7FB6 4882 @5B5 S5B3 8483 C65D
From :_setesoki/rpm-gpg RPM-GPG-KEY-centosoff icial
is this ok [yMi: y
KEU TRported SUCCEssTully
[Running tramsaction check
[Transaction check succeeded.
[Running tranmsaction test
[Transaction test succeeded.
[Running transactlun
Preparing 8
Installing : nmap-ncat-3:7.92-1.e19.x86_64
Running scriptlet: .92-1.e19.x46_64
Installing H b .el19.xB6_64

Running scriptlet: .92-1.€19.xB6_64
Uerifying : nmap-3:7.92-1.e19.xB6_64
Uerifying : nmap-ncat-3:7.92-1.e13.x86_64

Installed:
nmap-3:7.92-1.el19.xB6_64 nmap-ncat-3:7.92-1.e19.x86_64

omp lete?
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3. R—FRF v VDEE

3.1TCP RF v VDR

BEDOY—N\—ITRHLTR—FAF v ERELET, £ Id. TCP A— MCEATEHR—FRF+v
ERBLET,

DOy FERITLTIEEL,

# nmap -sT 127.0.0.1

[rootBlocalhost ~14 nmap -sT 127.8.8.1

Starting Nmap 7.92 ( https://umap.org ) at 2823-11-86 21:15 JST
map scan report for localhost (127.8.8.1)
ost is up (A.BAB71s latency).
ot shown: 999 closed tcp ports (comm-refused)

IFORT___STATE SERVICE

2z icp open  ssh

map done: 1 IP address (1 host up) scanned in B.68 seconds

MCP 22 FAR— b1 BBV TWBE L BRTESDTL) PR TEE Ll 22 FR— b lsshy
ERTENTVET, X<, UTFDARY FOERFTLTLIEL,

# nmap -sTV 127.0.0.1

[root@localhost ~ 1 wmap -sTVU 127.8.8.1
Starting Nmap 7.92 ( https:.nmap.org ) at 2823-11-86 21:15 JST
map scan report for localhost (127.8.8.1)
ost is up (8.86858s latencyl.
ot shown: 999 closed tcp ports (conm-refused)
IPORT ___STATE _SERVICE UERSION
B22tcp open ssh OpenSSH 8.7 (protocol Z2.8)

[Service detection performed. Please report any incorrect results at https:/nmap.org/submit, .

VAT avig. N—J3>aRRIZBAT3aVTY, OF T avicky, 22FKR— TR
BL LB —EXIE OpenSSH8.7 THbZ bbb E LT,

3.2UDP R ¥ v  DElE
RIT, UDPR—MICREATBAR— M RAF v o ZRELET,
LIROOR Y FERITLTLEEL,

# nmap -sUV 127.0.0.1

[root@localhost ~1# nmap -sUV 127.8.8.1

[Starting Nmap 7.92 ( https://nmap.org ) at 2823-11-86 21:17 JST

map scan report for localhost (127.8.8.1)

pst iz up (A.BBAA9Ys latency).

fill 1888 scanned ports on localhost (127.8.8.1) are in ignored states.
ot showm: 1888 closed udp ports (port-unreach)

[Service detection performed. Please report any incorrect results at https://mmap.org/submit/ .
map done: 1 IP address (1 host up) scamned in 2.16 seconds

UDP R— b ARV TWEWT & (R TERWNT L) IR TER LT
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3.3 httpd (Apache) D1 VR b—Ib
httpd (Apache) Z1 > X b—)LLE T,
FDa<y RERITLTLEEL,

# yum install httpd

AVAb—IVRICHESEDPEE LS. Tyl EAAL AYAb—bZfHEITLET, RDLSIC
[Complete] HNFRRENNUILTZET TT o

[root@localhost ~1# yum install httpd

ailed to set locale, defaulting to C.UTF-8

ast metadata expiration check: B:86:33 ago on Mon Nov 6 21:11:49 2823,
Dependencies resolued.

firchitecture Repository

=

xB6_64 appstream

x86_64 oo o appstream

xB6_64 6. . appstream
apr-util-bdb xB6_64 .6, a appstream
centos-logos-httpd noarch o o appstream
httpd-core x86_64 of3a o appstream
httpd-filesystem noarch 4. . appstream
httpd-tools xB6_64 ofta o appstream
mailcap noarch oila o baseos
Installing weak dependencies:
apr-util-openssl xB6_64 .6, a appstream
mod_http2 x86_64 .15, o appstream
mod_lua xB6_b4 4. . appstream

B = S

o

ransaction Summary

Install 12 Packages

otal download size: 2.2 M

Iis this ok [yMI: y_

Installing ¢ httpd-filesystem-2.4.57-5.e19.noarch bs12
Installing : centos-logos-httpd-98.4-1.e19.noarch 12
Installing : mailcap-2.1.49-5.e19.noarch 812
Installing : httpd-core-2.4.57-5.e19.x86_64 91z
Installing : mod_lua-Z2.4.57-5.e19.x86_64 1812
Installing : mod_http2-1.15.19-5.e19.x86_64 11-12
Installing : httpd-Z.4.57-5.e19.x86_64 1212
Ruming scriptlet: httpd-Z.4.57-5.e19.x86_64 12-12
[ 686.8574758]1 systemd-rc-local-generator[13968]1: retcsrc.dsrc.local is not marked executable, skipp
ing.
Verifying : mailcap-2.1.49-5.el19.noarch 1-12
Uerifying ©apr-1.7.8-11.e19.x86_64 2/12
Uerifying apr-util-1.6.1-23.e19.x86_64 3.12
Verifying i apr-util-bdb-1.6.1-23.e19.xB6_64 412
Uerifying : apr-util-openssl-1.6.1-23.e19.x86_64 S/12
Uerifying : centos-logos-httpd-98.4-1.e19.noarch 612
Verifying i httpd-2.4.57-5.e19.x86_64 KZat4

Uerifying : httpd-core-2.4.57-5.e19.x86_64 812
Uerifying : httpd-filesystem-2.4.57-5.e19.noarch 9,12
Uerifying : httpd-tools-Z.4.57-5.e19.x86_64 18-1Z2
Verifying + mod_http2-1.15.19-5.e19.x86_64 11-12
Uerifying : mod_lua-2.4.57-5.e19.x86_64 1212

B8-11.e19.x86_64 apr-util-1.6.1-23.e19.x86_64
apr-util-bdb-1.6.1-23.e19.x86_64 apr-util-openssl-1.6.1-23.e19.x86_64
centos-logos-httpd-98.4-1.e19.noarch httpd-2.4.57-5.e19.xB6_64
hitpd-core-2.4.57-5.e19.x86_64 httpd-filesystem-2.4.57-5.e19.noarch
httpd-tools-2.4.57-5.e19.x86_64 mailcap-2.1.49-5.e19.noarch
mod_http2-1.15.19-5.e19.xB6_64 mod_lua-2.4.57-5.e19.x86_64
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AVAL=IVHFET LIe5, httpd U—EXZiEEE L. EBZHELET,
MFDIR> FERFTLTIREL,

# systemctl start httpd.service

H—EXDEE L TVWBMNEUTFDIARYY FTHEECEF Y,

# systemctl status httpd.service

active (running) ERNENSCEZRERLTCLLIZEWY (AR 7OV 7 MIRBBIE F—H—
P Tql ZADLES),

[rootPlocalhost “1# systemctl status httpd.service
¢ httpd.service - The Apache HTTP Server
Loaded: loaded (susr-libssystemd-/systemhttpd.service: : preset:
fActive: active (rumning) since Mon Z2623-11-B6 21:23:18 JST: 8s ago
Docs: man:httpd.service(8)
Hain PID: 14213 (httpd)
Status: “Started, listening on: port 88"
Tasks: 213 (limit: 11185)
: 24.9M
1 331ms
CGroup: rsystem.sliceshtipd.service
14213 rusrssbinshttpd -DFOREGROUND
14214 rusrssbinshttpd -DFOREGROUND
14215 rusrsshinshttpd -DFOREGROUND
14216 susrsshinshttpd -DFOREGROUND
14217 susrsshinshttpd -DFOREGROUND

:17 localhost.localdomain systemd[11: Starting The Apache HTTP Serwver...

118 localhost.localdomain httpd[142131: AHABSS8: httpd: Could not reliably determine thf
:18 localhost.localdomain systemd[11: Started The Apache HTTP Server.

:18 localhost.localdomain httpd[142131: Server configured, listening on: port B8

3.4TCP R+ v Y DB X

httpd (Apache) 1 YA b—)LL . H—EXZEBILE LTz, ZDfed. http DT )L/ TV R—
hTdp % TCP 80 HEAR— b Efelk. https DU TIV/ D> iR— kTl TCP 443 B R— FHBELTL
BT T, UFDOIRY FZAAL, BETCP XF v ZRTLTIEEL,

# nmap -sTV 127.0.0.1

[root@localhost ~1# nmap -sTV 127.8.8.1

[Starting Nmap 7.92 ( https:/-nmap.org ) at 2B23-11-86 £1:25 JST
map scan report for localhost (127.8.8.1)
ost is up (8.88896s latency).
ot showm: 998 closed tcp ports (conn-refused)

[PORT  STATE SERVICE VERSION

22 /tcp_open _ssh OpensSH_ 8.7 (protocol 2.6)

k8. tcp open  http Apache httpd 2.4.57 ((CentD3 Stream))

Service detection performed. Please report any incorrect results at https://nmap.orgssubmit. .
map done: 1 IP address (1 host up) scanned in 18.68 seconds

H—E X Apache httpd2.4.57 H'. TCP 80 B R— FZBINNTWB T DR TEF LTz,

3.5 httpd DREEE
RIC, httpd DFREEZELET,
RR=TIDAR Y FERFTLTLIEEL,
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cp /etc/httpd/conf/httpd.conf /etc/httpd/conf/httpd.conf.backup
systemctl stop httpd.service
echo ServerTokens ProductOnly >> /etc/httpd/conf/httpd.conf

echo ServerSignature off >> /etc/httpd/conf/httpd.conf
systemctl start httpd.service

TNSDFET. Y—/N\—D/N\—T 3 VIERORREIS LE T,
P—EXADEBL TVLAEDEINEUTOIRY FTCHRTEE T,

# systemctl status httpd.service

36TCP RF¥+ > (I\—Yav&RidbY) DERXIE
MFDOARY RT. BETCP RF v ZERMEL TLEEL,

# nmap -sTV 127.0.0.1

[rootl@localhost “I# systemctl status httpd.service
s httpd.service - The fipache HTTP Server
Loaded: loaded (-usrs/libssystemd- systemhttipd.service: ; preset:
Active: active (rumning) since Mon Z2823-11-86 21:23:18 JST: 8s ago
Docs: man:httpd.service(8)
Main PID: 14213 (httpd)
Status: "Started, listening on: port 88"
Tasks: 213 (limit: 11185)
Memory: 24.9M
CPU: 331ims
CGroup: rssystem.sliceshttpd.service
14213 susr/shinshttpd -DFOREGROUND
14214 ~susr/shin/httpd -DFOREGROUND
14215 susr/shin/httpd -DFOREGROUND
14216 ~susr/shin/httpd -DFOREGROUND
14217 susrsshinshttpd -DFOREGROUND

:17 localhost.localdomain systemd[11: Starting The fApache HTTP Serwver...
18 localhost.localdomain httpd[142131: AHABS558: httpd: Could not reliably determine th§
18 localhost.localdomain systemd[1]: Started The Apache HTTP Server.

ov 86 21:23:18 localhost.localdomain httpd[14213]1: Server conf igured, listening on: port 88

RITOFER. Apache httpd H 80 F R — F ZFINT WS T & IEHEER T E F I H\ Apache httpd D/ N\—
T aVBESETIEDbHO Y EHA. Nmap H. Apache httpd @D HTTP L ARV RICEENS/N\—T 3
VESHEE LIS, Apache httpd D/N— 3 VEHEER L T e T EH SR CEE LT,

4. BbYIC

SENKTTETERVET,

R—FRF v IE OTRRI VIV OERNERMD 1 DT, l0TBRRIVIVIE FETHIAN
TOIPT7RLAICHLTIBICL, R—FAF v UHEEDAF v+ Ui7AERITL. BRENELTVET,
SElG. MTERA#ER LT e+ 74 XAF v F— Nmap ZHWTR— b AF v oEHTLE L

RENVETFAEY—/N\—HERREI & LT.BENEELTWS IP 7 FLRAENMDOH BT —/\—H [Shodan,
Censys] EWVWDTeI0TREIV IV TEDKDICRAZBDO AR LE T,
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