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HEOTETEHBAEBEL, URYOBICHIE Uit 11U 7 1 5 HS
HISYS CSI (Cyber Security Intelligence) Watch 2023.11++wwsesseresessuseesensusniens 7

TF 2TV —IVERENICENT S EHEE
Let's Try Windows > 2 7 LFEER ! 3. Ry b7 — 7 IRIREEERR ----oceooveremeromesenesneees 8

[ J-qer.1H

AXEE, HFRARMEILY AT LR YAN—CF 2T VF—FELVENEETHF 2 T 1 BT+ b SSRC(Shield Security
Research Center) DRFIER T, AY A FTld. AXED/NNY 7V N\—&IECsH. SSRCICKD U Y —FiEREEEMEFARL T
WET.

SSR.C https://www.shield.ne jp/ssrc/

O THIARMG

ANENDNEETNTOBERBRAICH D E LT HARMAIL VAT LA (T Mt EVVET,) EBLELTERODE
BEIOTHIETH. TORBICEY PIEHSD O IBEICH. WHRSRIEELT2ELDTIEHY A, ANEE SFIAL L
T EICEVELCTBBICDELLTH, St IEEEZAVIRET,

AXEBICECH Lttt - BB EHOBREIEERBIECY.

FNEILBHINTVZERIE. BHLHADEDTY, BHLCBRAUBCEEINDHEELHYETOT, H5H0 LHTTES
ZEL,

FNED—EEF 2B ZEFEEDED HHEZBR CHER - mHTH 2R LET.

© Hitachi Systems, Ltd. 2023. All rights reserved.
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BZHUEHFDERALEESF 21U T £RE
BREIIZVTI R,
0 YA N\ - T B MG RDOR RN
T YAN—"KEAEZIFRICAETNER
WODVEBETICHIBT CEDBREF 2 70 ABF
DARBHBESHICEYE LIz, —AT. XFITH
F5tF2) T4 EBIEEF 1) T4 BHilTDER
HBHRLT. ¥ 21U 71 BB ICRELGRENE
BARABHFRELTWDTY, TNTIXEFE
EOENTHS. DEICKEGATENENEL
TEVHTTENHE L BE>TLEVET, ZC
T, BEEA OB, BILVATLXEDES
BEDETT, 03 EICHERBRAFETE 1@
BOYAN—tF+21) T4 AMBERD=HDIRE
PR INE Lfce SETITEBEGYET,
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AEEZEE LTV TOVEY, ERBERA
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TWEY, TNESDFETESHMIEAILIY R T
LRXEHETHEELTWT, IEREEHELT
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¥ V71 AMBRICEITS
3 DA

VM BREOBEADY A N—tF 1) 71 ARMMOKR
ERBITDVWTHATLIREL,

[0 IPA CRRIZITBUAN [BIRMIBHEEMAE) 05 T
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ZhIc &2 EARKICEITS 2022 FEDY A /\—+
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MLkT (BOVS - L)
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I OSINT DZEAIDWT

(BE] 2HABHREZNEL. BROWZTD
OSINT (Open source Intelligence) DERHE
TELGBRTEERINTEY., EIVRADHR
TESBILALTWCEEZ NS, TD—AT
OSINT 2B ERT 2eHIcHBE L LTEET
NERADDH Y K5 TRHEEEICKS OSINT DE
B EZDORBICDONTIRINS,

[RE] OSINT I&. RBBERL SEELTERE
AL, BRREDHIMME ZEIHHTEENTH
%, OSINT DFELEICIEEE I DIEARAE LM
KRAE. BethtosRREE. BRALEED
HY. EIXRREBRNED BTHDEBEZFE
ELTEEENTVS, —A T WEEICELST
OSINT A EREINZIBEEH S, OSINT IE5ED
EVXRBBICKELGREEZSZ 5. TDX
SHEIBEICIZERD OSINT DFIFEREI XA L
DIBKEWD VRV EH 5,

WBHEICKS OSINT DERAIETRT, —fFIB .
WEBIEET 2 ME% LU MERORT—7
RIVZ— (Bi5l5%k - £REK - BEBETREERS)
IR 2 1B, %E . AFIWeb D SNS T EH SURE L.
ZOEHRZERME L TOBNAEEDES | EEFREZE
O THESE (CEM L. BSZEHGEGHELET
HBIDDKDITEREETE LT, BEIRERER
DIRITOEEEERAELE R A8 L TiRA S OEDARE
BREICRIILIEBATHES (1),

ZHIEE. AMEEF )T o BERERES T 6
EPYV I MU ITRYA—hEERENcEF2
UT 1 et IERE S S ITHEEPRYEBEL
fc 5 Z . TSHODANJ % TCensys] &L o7z loT
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SEAEE SR
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¥ 27 BEER
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BRE FET 7 EAERT MeBEDH B 1R

E 20SINT ZZBRB LIcRIET 7L ADH

WERRRY —IVE EZ BV T AN —KEH I
LPTUNREFEL. TEEERHEEHHST
BAZHSNEELEANTHS (K 2),

Z O, WEED OSINT DIFHEZ DEDEW
TALRY, ERODBERRTHENDELSIcED
FCEADERRICHEVTELIIVY 27 Z AT
HEOSINT DEREZRAEED LWV o cEHD
EZ5N. BEOREE|CESTH OSINT DIERA
BEDTHENEFROVEDLEEZE DTV S,
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BSEREMNHD I EZBER. TAN—KEHLS
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BY2IEERDBETH D,

[154RiE] https:/blog.kaspersky.co.jp/osint-open-source-intelligence/34626/
https://www.hitachi-systems.com/solution/s003/johoteikyou/
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Let's Try Windows Y A5FLE:R!

3. RYNI—-ORRTERR

X = SHIELD Security Research Center

1. BL&IC

AElE, EELF2V TV IV ERBNITBN T 5ERPETY. #5145 (Vol53) LKWUEE
IWindows > X 7 L FESR) & L. Microsoft A\t g % [Sysinternals Suitel & L THIARTAER,. L
KDOHDY—ILDFENAEBNLTVET,

[Sysinternals Suite] (&, ZEDZ TV 2—FT 42T A—T 14U T4 &BL LDV FILTT, #
THLEETHAT 2T ENTE. Windows </ = 7 OB G EICHFIRATREL Y — IV TT,

[Sysinternals Suite] ZB#MERT AL T, AvE1—2—(CREE LTz Windows )LD 7% RD
WLz Windows IV 27 DEEERR LI TEHTENTEEXT,

—7A. [Sysinternals Suite] HBEMET A E1—2—Tld. EH%ZZIET S Windows /LT 7%
FELET,

MEZE Windows o X7 LGSR 1ERD 3 BEM L Z>TUVET,

1. BEiEs 70T S LR
Autoruns ZF|FE L T. Windows DEENEEN T O S5 AREEHIRLE T,

2. 7Ot REER
Process Monitor Z#JAE L C. Windows = TCtEEd 2 /O ADENEAMERLE T,

3. & MU —TIRHESRAR
TCPView ZFIFA LT, Windows ECOXRY FT— KR ZHERLE T,

SEIE. 3. %y bT—7 KRR ] & LT, Windows ECTDRY kT — 7RO S £ % iReH
LET. NIVT 7 DFEEFHER. <IVT 7 DREGRESR (A—FENBDLL L) HEICHIARIEE
BYEY,

EH. AMEOREEIIBELTVETH. REZRIETHLDTIETEVE A,

OARER ((AX v b T — Vi) TRERHEI2DTIEE. NBESNERAS L UHKEZHA
TR EEWRNLET,
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2.8 f

2.1 TCPView D#fi

[TCPView! &l&. lSysinternals Suitel IC&EMN 5. Windows TR kT —7RIREHEDT 576
DY —)VTY, OSIRLETHIAREES Mnetstat] LIENTEMEEE GO TVWET, [TCPView] H&L
U [Sysinternals Suite] |FFEBEEDNS. XU VA—RFTBTENTEET,

- [TCPView
https://learn.microsoft.com/ja-jp/sysinternals/downloads/tcpview

- ['Sysinternals Suite |
https://learn.microsoft.com/ja-jp/sysinternals/downloads/sysinternals-suite

SEIiE. TCPView] D v419 22y >A— KL% Lfc, #9>A—KRLlfczp 774V %E. 7o+
AAREG 7 A IVE—ICCREALE Y, 74)IVA—1BEIE. UTO®@Y EG>TWET

~

£ #4Z

E eulata 8KB
[ tcpvcon.exe 98 KB
[ tcpvconsd.exe 245 KB
[85] tepvconsda.exe 232 KB
@ tcpview.chm 6KB
L) tcpview.exe 923 KB
K3 tcpviewsd.exe 062 KB

W3 tcpviewbda.exe

SEIE. EEIL tcpviewbdexe ZRALE T, EkiE. FIBTNTOLRRBICEDE T, BRZL
TLEEL,

2.2 Putty O#¥{i

lPutty (/X7 1) Ji&. Simon Tatham H* MIT License (A —7>Y =XV T 27 54 £ AD—7F&)
THH - RELTVWBUE—OTF VIS4 7 > FTY, #%IFE. TPutty] ZE>RESRFIEL
HYVETDT, Efax L THEEET, VI EITIT7ERUTOURL KLY AU >O— R TEET,

- [Putty]
https://putty.org/

EE(LTFEC 64-bitx86 binary file #24o>O— K LE Lfc, TEHBDREICEHDETE Y O— K,
TERLTLZEL,

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel an|

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty-exe (the SSH and Telnet client itself)
64-bit x86: butty.eve (signature)
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2.3 Smtp4dev DHfiE

Smtp4dev (&, 4= —0 SMTP %4 —/\%&II %7 71— 3> TY, BSD-3-Clause license TETR
TNTVET, Smtpddev &, UTFHSHT>O— R TEET,

« [Smtp4dev]

https://github.com/rnwood/smtp4dev/releases

Ay vO—XR=IJDWVWBEIFAEICRRENTVREDIE. REHNERF S (2023 F 10 B ) Tl
[Pre-release] TLIZDTHIBITIFEEZELTLEELY,

3.2.0-ci20221023104

EEIE. ANFERERS (2023 F 10 B) OFH ) U — AR (Latest) TH B, v3.14%=4 o0 L

F Lz 771 I1V%&IE TRnwood.Smtpddev-win-x64-3.1.4.zip] T,

Prefix

Rnwood.Smitpadey-win-x6
Rnwood.Smtp4dev-noruntime

Rnwood.Smtp4dev-linux-x64

Rnwood Smtpadev-linux-musl-x64-
3.0.2zip

Rnwood.Smtp4dev-win-arm

Rnwood. Smtpddev-win-armé4

Description

Windows x64 (Intel 64 bit) binary standalone

Architecture dependent version. Should run on any platform where the NET

Core 6.0 (or greater) runtime is installed

Linux x64 (Intel 64 bit) binary standalone

Linux MUSL x64 (Intel 64 bit) binary standalone for Linux distros using MUSL libc

‘Windows ARM 32-bit binary standalone

‘Windows ARM 62-bit binary standalone

Changes:

» a1dessn Fix € build by upgrading Chromedriver

» 3g8e1ef Merge pull request #1046 from r P /npm_and_yarn/R d.
2293

o esadsss Bump moment from 2.26.1 to 2.268.3 in /Rnwood.Smitpadev/ClientApp

o bosabz Merge pull request #987 from rwood npm_and_y d.
3193

e eazsfra Bump corejs from 3.19.2 to 3.19.3 in /Rnwood.Smtp4dev/ClientApp

o 3ece481 Merge pull request #985 from rmwood npm_and_y d.
3192

g23e50f Bump core-js from 3.19.1 to 3.19.2 in /Rnwood Smtp4dev/ClientApp

lientApp t

lientApp/core-js-

lientApp/core-js-

eceeabz Merge pull request #9384 from rwood/dep 'npm_and_ il d.
Fhcadsa Bump sass from 1.43.4 to 1.43.5 in /Rnwood.Smipadev/ClientApp
fse42e9 Bump FluentAssertions from 6.1.0 to 6.2.0 (£950)

» See More

v Assets 8
@Rnwood.Smtpddev-linux-arm-3.1.4.zip 56.6 MB
@Rnwood.Smipdev-linux-musl-x64-3.1.4.2ip 57.2 MB
P Rnwood.Smtpadev-linux-x64-3.1.4.2ip 56.8 MB
@ Rnwood. Smipddev-noruntime-3.1.4zip 244 MB
@Rnwood.Smipddev-win-arm-3.1.4.zip 55.9 MB

(P Rnwood.Smip4dev-win-x64-3.1.4.2ip

56.7 MB

May 14, 2022
May 14, 2022
May 14, 2022
May 14, 2022
May 14, 2022

May 14, 2022

AUVO—FARTLELRS. 77/ ZRBHALET,
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3. 2y F7—7KRDFER

3.1 ¥EAIKAE DTEER

TEPRRED Ry b T — VKR AR LE T,

Cortana I Temdexel ZAZIL, OV ROV T EREHLET,
AR 7OV s ERMVE LS. UTDOARY FEABLET,

KITRERZUTITRLEY, R—hr25F T YAV LTWETOT I LDGENT EERERL TS

3.2 K— MV v ZVREORESR
Smtpadev 7 # IV ZAICIE. RITICBREBHRRLDS Y EZA LT 7AIVGEENEENE T HN
Smtpddev #5179 52l RnwoodSmtpddev (exe) | DETT7 71 ILEFBLET.

1 » PC » F900=-F » RowoodSmtpddev-win-xbd-3,1.4 w | O
N

#* 7475 FIEA missorre.dll
B 7 neetstandard.dll
" Fyun-F MNewtonsoft. lson.dll

'-'#-:j}-'- p Frvwood. LumiSoft. Met.dll
= Fo¥e Rrwood. Smipddew.deps.json
! e Rrwood. Smtpddew.dll

- rE Rrvwood. Smitpddey

Smtpadev 23179 % & Windows sandbox ZZTFHIFDRIEIC L o Cld. REDRD K S ITEEDH
H2EEaNHWET, TTTIE TRTI ZHTFLTIREEL,

n
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EEATER D,
TEFEEA

BiTw.  THEBRTT
FIU:

e, VENEUTOEENETELT, FEPRET INTU v IRy hT—2 1 [EFT YV IHAD
TWBTELHIETH GRIMCT IV EREFALENKSICLEL LD, TTTRE TR~
bRy b=V ZFERLET,

@ Windows t$1UF(DEBLBL «

¢

FARTOITYYT FybF-TET5{ K- 79 7-9T, Windows Defender 771 Fa-JbicEY
mwood.smtpadev DEEEDLIAHTOVISNTOET.

ZOT 7D
TNET

QL DM Windows Defender JPAFIx— L TT0wodh

o
b

AFN): rwood.smtpadev

BT e

JER(H): C#users¥wdagutilityaccount¥downloads¥mwood.smtpddev-
win-x64-2.1.4¥mwood.smtpadev.exe

mweed.smipddev [ZZNEDFYT-F LTH FAETH:
TRt FyNI-7 (b FobT-T9HATY FI-T5E)R)

O/ 79b0-7 (2%, EEERY) (FHES)U)
(ZD&SBFFT-TESDEE. ¥ UFHELI LR A BERSNTOEEA)

PRI T LS EFEE T o O RS

FIRAREFAITI(A) Frotll

REMICTORDEL S lcRTENE LIic ST T T,

Y FERCHUsers¥WDAGUtilityAccount¥Dawnload: L Smtpdd; i 3.1.4¥R d.Smtp4d
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R, FIRDFIEE Bk, netstat AN FERTLET,

RITERELTFIGRLET, R—F25FTY v AL TWA 7OV S LD EFELTVWS T L&
SBLTLEEL, TDPID4484 Tz b EH > TW BT —E X H Smtpddev TT,

s

Y L Y LY SO Y

g, TCPView) CTHERLE T,
[TCPView) DEENERIF TORDEY TF,

@) TCPView - Sysintemals: www.sysinterals.com

File Edit View Process Connection Options Help

ClO| B @l 4 wu| & 1w 4 wea| £ uev | fa

Process Name process D Protocol _ State Local Address Local Port_Remote Address Remote Port Create Time  Module Name A

t Rnwood.Smipddevere 444 TP Listen 0000 25 0.000 0 10/5/2022 20452 PM_RnwoodSmipidevere |
NCNOSLERE 5] o Toeen 0000 T 0000 T B e BOT, T

7 System 4 TP Listen 17224100.53 139 0.000 0 10/5/2023 15646 PM  System

7 Rowood. Smipddev.exe wp4 TP Listen 0000 3 0000 0 10/5/202320452PM RnwoodSmipddev.exe

7 Rowood. Smipadev.exe ps TP Listen 27,001 5000 0.000 0 10/5/202320452PM  RnwoodSmtpddev.exe

W suchostexe s TP Listen 0000 5040 0000 0 10/s/2023 15202 PM CDPSwc

W lsass.cxe sz TP Listen 0000 49664 0000 0 8/14/202380713AM lsass.exe

W wininitexe S04 TP Listen 0000 49665 0000 0 9/14/2023807T13AM  wininitexe

netstat X > R CORITHERITIN A T, PID 4484 TEEIL TWLWB 7O REZE LUV IO AHE
B LI %2R d AT EDTEET,
INT. Z3X—D SMTP —/\—T%H % Smtpddev Hi2EN L TWB T AR TCEE L1,

3.3 —EREGIREDRER

Smtpadev HEEBNL F LTzDT. SMTP T Z1TWVE T,

lPutty ] Z#2E) L. XEDKDIEY | Session 2 7D Host Name (< 1127.0.0.1].Port (€ [25] & AS L.
Connection Type % Other T [Telnet] %Z#ERL. Open RV ZHTFLE T,
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ER PuTTY Configuration ? *
Category:
::i- Session | Basic options for your PuTTY session |
-~ Logaing Specify the destination you wart to connect to
= Terminal
- Keyboard Host Name (or IP address) Port
- Bl [127.00- ||z ]
- Features Connection type:
- Window (OSSH (O Senial |®@ Other: | Telnet v I
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
[#- Selection |
- Colours
= Connection Default Settings Lozd
- Data
- Prosy Save
- S5H
& ) Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Cloze window on exit:
(JAways () Never (@ Only on clean exit

TOWRRT, [TCPView) ZHEFRL THET, BWERRIC lputtyl ZASL. BERLET,
ZOFER, 7Ot R Tputty) HXETTR— b 498031 A SXEHAR—~ 25] [TEHELTWS

KRD R CTEE T
@ TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

G| O| | @[ 4 | Grerve] 4 v Huoews| P [ |
Process Name ProcessID  Protocol  State Local Address Local Port  Remote Address Remote Port Create Time  Module Name:
BPouttyexe 5008 TP Established  127.0.0.1 49803 127.0.0.1 25 10/5/2023 2:0816 PM  putty.exe

TPutty] T SMTP H—/\—EfiZ175 & FTORDK SGHEEHARTENE T,
GH. AR TTCPView] ZHEERL TWBREIC. £y 3 ryHINTWSHBEICIEEE,. MPutty]

THEE L TLREL,

EP 127.0.0.1 - PuTTY
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Putty BIEOFRTRENES. (RAICENTER ZIR R LIzDB). UTFORABRZEAN (FESITOWLWTIE
%) LT SMTP H—N—ITEKEL. A—ILERXRELET (RBITIGRETNELA),

EHLO localhost

MAIL FROM:evil@example.com

RCPT TO:<victim@hitachi-systems.com>
DATA

Subject:test.
From:CISO@hitachi-systems.com

To:victim@hitachi-systems.com

This is Test Mail.

® 00 0006000 e

SMTP ' —N\—A\DEEHKEDLBZE. ARV R T7AYT AR T (Ffld. 1 EOD Enter TR T)
LET,

22127001 - PUTTY - O x

[TCPView| THEFRT B &\ XE7mAR— b 498031 H5IXEFHA— b [25) ND#Ef. DF W A—
I —IN—\DEFIFET LTE YV AT —2 XD [Time Wait) ICED> TWB T EDHR TCEX T,

@) TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

o
C OB @ A 1cpva 10| /] vope uoevs | [ ]
Pro: .

0

ProcessID | Protocol  State Local Address Local Port Remote Address Remote Port

Smtpadevexe 4454 TCP Listen 00.00 25 0000 o
TP 25 _127.00.1

15
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3 470t X% Kill GEFl&T) 5
CETHERLTERELSIT, TCPView) |&. GUI (Graphical User Interface) THIB&AIBE:
netstattﬁiﬁb‘({,ﬁ@t;#m%d}‘(? —7. [TCPView] &, Fv hT—2¥KH. FO€X%E
SRLAENS. TOER% Kill TEZRTIEHEF T,
SENTE EFTe. Smtpddev 7HE X% [TCPView] &Y. Kill LEY,
Kill L7zL> Smtp4ddev 7Ot X (PID 4484) =474 1) w & L. [Kill Process] Z#ZFEIRLE T,

@) TCPView - Sysinternals: wwwisysintemals.com - o X

File Edit View Proc Options  Help
IS e e —
e idress. Local Por

Protocol

Listen 172.24.102.93 189 0000
Listen 0000 43 0000
Listen 127.00.1 5000 0.00.0

10/5/2023 1:58:46PM  System
10/5/2023 204:52PM  Rnwood.Smtpadev.exe
10/5/2023 2:0452PM _ Rnwood.Smipddeviexe

ood.Smtpadevexe. Ef [ —
Rowood Smipddeviere

oo ool

BENRREINEORNBZHE L. [OK] A2V &ZHTFLET,
T LT, Smtp4ddev % Kill T % L fz, [TCPView| £ T. Kill L fz Smtp4dev 7 O t X (PID
4484) PMETLTCWAT E=MERLET,

@) TCPView - 5

File Edit View Proces

pions  Help

C‘O‘r‘%‘ 41@4 6TCP\.'6 4UDD4 6UDP\.~6‘ F 30 Search

ProcessName ~ Process D Protocol  State Local Addre: Local Port Remote Address Remote Port CreateTime  Module Name

[ Rnwood. Smtpadev.exe 1016 Tcp Listen 0000 25 0000 0 10/4/2023 1:2521PM  Rnwood.Smtpddev.exe
I svchost.exe 748 Tcp Listen 0000 135 0.000 0 9/14/2023807:13AM RpcEptMapper

3 System 4 Tcp Listen 172.24.104.145 139 0.000 0 10/4/2023 11429PM  System

I Rnwood. Smtpddev.exe 1016 Tcp Listen 0000 43 0000 0 10/4/20231:25:21PM  Rnwood.Smtpddev.cxe
I8 Rnwood. Smipddev.exe TCP 127.00.1 5000 0.0.0.0 0 10/4/2023 1:25:21 PM_ Rnwood.Smtpddev.exe

3.5 [BE] A— L7 FLADEZE

Smtpddev i&. Z X —A—)bHF—/INTTDT. REITIEA—IVDEEIFITOVELAD. Web 1>
BT IT—RAETEELIEA—IVORBEHR TEELIT DT, RO, REDA—ILORBEHERR
L%,

Smtpddev K28 L e RRETT S o ¥ ZREL T, UTFD7 FLRICT7 V2R LTLEEL,
http://127.0.0.1:5000/

Smtp4dev DA —VEBEME ETEE LA — IV —BEHERT DT ENTEEXT,

O | D smpicer x |+ - o x
< G © 127001500 N R Y
Wdei Version: 3.1.4 © SMTP server listening on port 25 {35
OIMessages O Sessions
Re d 5 From Te

2023-11-20 143532
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CELIERBDA—Z—CRADEECY,

From: ICISO@hitachifsystems.com l

To: victim@hitachi-systems.com
Subject: test.

Secure: false

@ View [El Headers [l Parts Source

This is Test Mail.

From ICRTRENTWBE X —ILT FLRIE. REOXETEERGES AL FLR (O FOD
7 RLATHEL, ARV RODT FLR) hRRENTWVWB T ENERTEEXY, Y1/\—IEFRE
DS, FETT FLAEBEST ZIBEDHYET,

4. BbHYIC

SEIK. T3, X 7= IR R & LT [Sysinternals Suite] IC&EN % TTCPView ] AL Mz,
Windows v b T —27RiRERRBLE LT,
RIVTITICEBREGBENREELTWELD, REEGEICKBZABGHERDZVDL. HEXRY
D= RRERER T ARICFIALEY,

REIHSIEEZER MNoT MERL VIV EBW e —/\BEERF AL &5 ET, Shodan, Censys &%
BOTASTRBELTOR Y —N—2ENEDLSITRZTVRHDVWTRRELET,
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