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AV |
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No drink. no hack,

-

AVTOKYO is a Japanese community-oriented Computer Security

AVTOKYO used to be the relaxed drinking/networking party

until 2007.
From 2008, it became open to the public as a "one-day short

providesan easy-going place to communicate for anybody W

enjoy the commu nity.

Cometo AVTOKYO, and let'senjoy the party!
om
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TLTz, BICEBEZDY D 2T2EWVSDIFTIE
HYFEBATLRED. M2 EDEXAK
WREEMMIEEICDWTEUE Lfe, FER
ICEEER LT DI BBBE DR %A CAD THRETT 3
TETLz, BRRICEELBEHEDNTZDTY
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% 1 AVTOKYO https://www.avtokyo.org/
% 2 AVTOKYO A 4387 —H1 7 https:/ja.avtokyo.org/
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FODTA -y 3 rEFL. ®iE Tno drink,
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TA'ETVWE Lz, BELSIE. BRPAEHS - B
NGHOSBMTERHEL. V5 TEHELYST
BT ZIRIEDL S HREZAIVICHE > zDIE 2011
EHBSTY,

CEDHEEZII LD, K Y—HHE0
TL&DD,
AZ 274 FETARVEA—Za—+F)LEL
TEWEWSAHDHZHE5TY, RiF. ThET
ITAENBERR =DV TREREIELTWE
TH. ZOEIT L TERAS) WSz Lk
HGYUREICES>TVET, ZORDHY, AVTOKYO
DEBICERWERITZAIC. BARRYH—&
LTEEEBBOLTVET,

BARRYH—ITiE. EDOKDGEAY Y MHH
DEIH,
INETIE. ARV Y IVBLETA T LEEE
LLTeW. BmN\y IHBREITE>TW Y, &
BCRARVY—2%ZBH LIV EVSEDTT,
HEFANY MEDRAZY TDERFRITIBRFLT

AVTOKYO A N> b\ S, —EBIE Booth Ix ETERFTEINT
W% (BERME  tessy Th)
TRCEDEVDRTELTO>TVET,
AVTOKYO & WX, BERST/\y IHES
NTVEITH. TESICDVWTEHZTLIREWL,
Ny DdEEA ) YL C. DEFCON D& 57
BOEDEEO>TVET, EFIELEHNEE
BIANEBEMERLTVWEY, AIEFEEA—/\—
THEDTTH (5, BEKKIET IV 1 BAB/ Y
JicLkzsbsHYELE, ThiE. 7407
La—RExAEZ/\w T & LT DEFCON &%
THREADHY 77 LY ANy I ERYE L
(K., bbAA. SELHFAMHELET,
AVTOKYO D4 v RERFEAR—I*3 0%
BEOHTCEEETEEERDETCTINTOETH. A
BNy IERFTELIESTENDDTIEWNTLELED
e
0 =HBEDNY VIFEEDSH 5 DIE Booth
BWED<—47 v k) THREZELTVETHY
REBEEHT TCETBMEICEIEHYET
e
O EVHRDOBMEIEBR S L EEIT. FRDOS
MEHBATCVEYT, chidtFa U7 ITHEE
THEHLZADBRTCERLSTIEFEVHLERWVE
¥, Ff. AVTOKYO Tl #RICRSTT—2
avIBREERNBELTVWT, iFE, TE5AD
EHEBZTVET,
2MEICRS T, AVTOKYO (CBELEZFE S A
MBI TWBEEWNS T ETTR, FBEGEDER
EENKBEWTT D, £fee BHEODHZT—7

% 3 AVTOKYO SWAG https://suzurijp/avtokyo
% 4 AVTOKYO - Booth https://avtokyo.booth.pm/
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1. BL&IC

Agld, SELF21UT Y —)VERENITEN T 5EHEBE T, A5k YEE 'Windows ¥ X
T LFESR) £, Microsoft #5423 TSysinternals Suitel & L CHIEEIEER. LWL DHDY—IL
DENSERERLE T,

[Sysinternals Suite] (&, ZEDZ TV 2—FT 42T A—T 14U T4 &BL LDV FILTT, #
THLEETHAT 2T ENTE. Windows </ = 7 OB G EICHFIRATREL Y — IV TT,

[Sysinternals Suite] ZB#MERT AL T, AvE1—2—(CREE LTz Windows )LD 7% RD
WLz Windows IV 27 DEEERR LI TEHTENTEEXT,

—7A. [Sysinternals Suite] HBEMET A E1—2—Tld. EH%ZZIET S Windows /LT 7%
FELET,

MEZE Windows o X7 LGSR 1ERD 3 BEM L Z>TUVET,

1. BEiEs 70T S LR
Autoruns ZF|FE L T. Windows DEENEEN T O S5 AREEHIRLE T,

2. 7Ot REER
Process Monitor Z#JAE L C. Windows = TCtEEd 2 /O ADENEAMERLE T,

3. & MU —TIRHESRAR
TCPView ZFIFA LT, Windows ECOXRY FT— KR ZHERLE T,

SEIE. 2. 7Ot AEERE) £ LT Windows 7ACADT7 I T4 T« (BF) OHRAEER
FHLUET. IV T 7 OEEER. IV T 7 ORERESE (O— FEh3DLL & L) &EICH ARTEE
ERVET,

AREOBRLEMEITBELTVETH, REERIATEHEDTIETTVE LA,

OA AR (RARw bT— VIS TRIETZ2DTIEEL. PBESNZERAS KUKSEEFRAY
LT EEHRNELET,

GH. AEiE TBERESH IOV S LRERRI SFA%. Windows Sandbox ZFIA LIz FIBET D%
FELTHEYE LIeH. Windows Sandbox ETIE Process Monitor] OEMENRRETH D T & &1
BLTHVEY, 0. SEO I TOCXEHERFE TlE. O—HIVERE FA<Y—Y) i
VMWare 7z E DRIBIRIBEZ AWV TRET BT L2 HEHWLELE T,
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2.8 f

2.1 Process Monitor () # (i

IProcess Monitor] &ld. [Sysinternals Suite] IZ&EN 5. Windows TRITHRTOLR (FOJ >
L) OEEERRT 5HDY—IVTT,

[Process Monitor] &K T [Sysinternals Suite] (FFEEEENS AT YO—RT2TENTEET,

- [Process Monitor |
https://learn.microsoft.com/ja-jp/sysinternals/downloads/procmon

- ['Sysinternals Suite |
https://learn.microsoft.com/ja-jp/sysinternals/downloads/sysinternals-suite

SEllE. E£FIE Procmon6d.exe ZFALE T, HEDEKIE. MEETNTWBRREICEDE T, #

RLTLIEEL,
5 Eulata FEAR P2k 4KB = BKB 50%
22 procmon.chm I NERE HTML Al s5KB & 63KB 12%
[ Procmon.exe / 1657 KB & 133KB  68%
[E=] Procmonéd.exe BE6KB £ 2651 KB 66%
[E] Procmon6da.exe FINT-yay 796KB £ 2688 KB 71%

2.2 Putty D#¥fiF

lPutty (/X7 ) 1i&. Simon Tatham H* MIT License (A —7F>YV—RY T bz 754 > AD—F&)
TR - RNBELTVWRUE—NOTF VIS4 T T,

BIFE. TPutty] EFESRERFIELH Y ETDTC. EfFE LTHEET., VI T 7IEUTD
URL&Y AU >O— RTEET,

- [Putty]
https://putty.org/

EE(LTFEC. 64-bitx86 binary file #4247 >O— FLE Lz, TEEDREICEDETE Y O— K,
TELTLEEL,

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel an|

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ) entry.)

putty.exe (the SSH and Telnet client itself)

64-bit x86: putty.-exe (signature)
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3.7€R (7A95L) DEEER

3.1 TProcess Monitor; DiEghF X F
[Process Monitor| Z#2& L X J,
[Process Monitor] ZR#d 5 L. 7TACADT7 V71 ET 1 HRBICRBEINHBOE T,
Windows DEEFEE T O AISEICEEERIT TWDTSH. TOEETIE. REDT V741
ET A DEHFINETLEICBEVET, LWofch. RDRZ V@ H T LEFEEIEL. R2 >
OEHFLINETICRRBRINT VT ET 1 ZHIBRLE T,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

=G TEIVE.I&%H}P

O -
TOTAET A ZHIRLIES, BET A MIFTT T,

3.2 Putty D8, Y E— b1 bAD Telnet (HTTP &%) 7R b
i<, TPutty] ZHFA LTz Telnet (HTTP #t) D7 XA hZRELET,
#fg LTz TPutty] %&£,
KDiEY . Session 2 7D Host Name (Z T'www.hitachi-systems.com. Port (T 80] &= A/IL.
Connection Type % Other T [Telnet] Z#RL. Open A2 VEHTFLET,

I =Y

ﬁ PuTTY Configuration ? X
Category:
E| Sessmn | Basic options for your PuTTY session |
99ing Specify the destination you want to connect to
[=I- Terminal
Host Name (or IP address Port
. Keyboard s
. Bell www hitachi-systems.com I IE II
- Features Connection type:
&~ Window OssH O Serial |© Other: | Telnet ~ |
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
[ Selection |
.- Colours
[=- Connection Default Settings Load
... Proxy Save
- S5H
® 3 Delete
- Serial
- Telnet
... Rlogin
- SUPDUP Close window on exit:
(O Aways (O Never (@ Only on clean exit

=
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BEFHITSHE BWTOAYT FEENRTENE T,

P PuTTY - | X

TOV T BRI ENE LTcS IGET . HTTP/1.1) ZANLET, Thid, Web RX—=I75 &7 7
TRALEBIT, BETZTHF—HTOTVWBHTIP UV IR FDSED, UVIRMSAV%&EERL
TVW&ET,

EP www.hitachi-systems.com - PuTTY - O *

AT, TEnter] Z#R L, HTTP LRARY AD—BREIRREIN (REDRAGWVIEEELHYET).
70> 7 FEEME LS. BRIEHKRT T,

HTTP L ARV ZAHWNDE THIR D> TZHWGEICIE. BERLICHENHZAREEND Y ETD
T, BERBLTLIREL,

FH. HTTP LRARY ZADABICDOWTIE, HERZ T 20EIEH Y LA,

3379771 ET 1 DR

ZNTIERBRIC, TProcess Monitor] ZBWT. lPuttyl OTOCADT7 V7471 =ik LT
ETET, KDOREZVOEHT L. Process Monitor] [CK2TAXVADT VT« ET 1 Didig%=R
BLET,

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

EE SR TAO| &l £ £
L___(1)

=

TRDESICT VT4 ET 1« DEBRHIBE > TCWNET EZHRBLET,

File Edit Event Filter Tools Options Help

CEIINRUTYTAG|fA F L /K e Do H

Time ... Process Name PID Operation Fath Result Detail

1345 W SgmBrokerexs 4136 <2 Thread Create SUCCESS Thread ID: 4908
1:345.. Wisass.ene 564 s QueryNamelnfo...C ¥Users¥WDAG Uity Account¥Deskto... SUCCESS Name: ¥Usersk V..
1:345.. Wleass.xe 564 o QueryNamelrfo...C ¥ Users¥ WDAG Uity Account¥Deskto... SUCCESS Name: ¥Users V..
1345 [Fctfmon exe 3724 [ RegQueyKey  HKLM SUCCESS Query: HandleTag
1.345... [Hctimon.exe 3724 [B RegOpenKey  HKLM¥Software¥Microsaft¥hputéSetiin... SUCCESS Desired Access: R..
1.345... [Fctimon.exe 3724 [B RegQueyKey  HKCU SUCCESS Guery: Handle Tag...
1345 [Fctfmon exe 3724 [ ReqOpenKey  HKCU¥Software¥Microsoft¥hput¥Settin . NAME NOT FOUND Desired Access: R
1:345. [$ctfmon exe 3724 [ ReqQueyKey  HKLM¥SOFTWARE¥Microsoft¥input¥S. . SUCCESS Query: HandleTag
1:345... [Fctimon e 3724 [B RegOpenKey  HKLM¥SOFTWARE¥Microsoft¥lnputéS... SUCCESS Desired Access: Q..
1345 [Fctfmon exe 3724 [ RegQuenValus HKLM¥SOFTWARE¥Microsoft¥inputéS. . SUCCESS Type: REG_DWO
1345 [Fctfmon exe 3724 [ ReqCloseKey  HKLM¥SOFTWARE¥Microsoft¥inputéS. . SUCCESS

1:345... [Hctimon.exe 3724 [B RegCloseKey  HKLM¥SOFTWARE¥Microsoft¥lnputéS... SUCCESS

1.345... [Fctfmon.exe 3724 [B RegQueyKey  HKLM SUCCESS Guery: Handle Tag...
1345 [Fctfmon exe 3724 [ ReqOpenKey  HKLM¥Software¥Microsoft¥hput¥Settin . SUCCESS Desired Access: R
1345 [Fctfmon exe 3724 [ ReqQueyKey  HKCU SUCCESS Query: HandieTag
1:345... [Fctfmon.exe 3724 [B RegOpenKey  HKCUKSoftwarckMicrosaft¥nput¥Settin... NAME NOT FOUND Desired Access: R..
1345 ; EploerEXE 3972 [ RecQueryKey  HKCU¥ScftwaretClasses SUCCESS Guery: Name
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I, 3.2 TERE LT Putty) ZRAL e Telnet 85t (HTTP #t) #. S—ERMBLE T,
T DB XD &K S, ISaved Sessions] | Mhitachi-systems] & ASI L. [Save] RZ U EHTLTH S,

Open REZ VT LTLEEL,

@ PuTTY Configuration

Category:

- Session

. ‘i-Logging
E! Teminal
. Keyboard
. Bell
- Features
= Window
- Appearance
- Behaviour
- Translation
(- Selection
- Colours
[=1- Connection
..Data
- Proxy
E-S5H
. Sl
. Telnet
. Rlogin
- SUPDUP

Basic options for your PuTTY session |

Specify the destination you want to connect to

Host Name {or IP address) Port
|www.h'rtad'1i-5ysten15.com | |3|] |
Connection type:

Osst Osems @

Load, save or delete a stored session

Saved Sessions

I hitachi-systems| |

Default Settings

Close window on exit:
(O Mways  ()Never (@ Only on clean exit

[ open ]| cancel |

Telnet #5ih5e T LI 5. FEEDARZ »@%HH T L. Process Monitor | (K2 7OVRDT 77«

E7 1 DEREFELELE T,

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewent Filter Tools

Ril YAO & & L2/ K a3 M

=4

Options  Help
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3479 T1ET 1 DIRTE

RS, PIT4ET14&2OTELTRELET,

A= a1 —/\— [File->Sava| #3iR9 % &.Save ToFile X+ 7O HBIEE T, #1779 B35F [Path)
HEEZEL. OKREZVERTLTRELE T,

REBEBHWNCDOLHBYETH. SEIET 740 MRE FIHPREE) TRIEDHY £t A,

Save To File X

Events to save:

(O All events

(®) Events displayed using current filter

[] Also include profiling events

(O Highlighted events
Format:

(®) Native Process Monitor Format (PML)

O Comma-Separated Values (C5V)

() Extensible Markup Language (XML)

Include stack traces (will increase file size)

Resolve stack symbols (will be slow)

Path: | C:\Users\WDAGUtilityAccount\Dewnloads\Logfile.PML ||Z|

3.5 70€RY ) — DR

[Process Monitor] (&. Windows CEIEL CW5Z < DTOLRICEDSET7 I 71 7« &8k L
£9, ZDH. BRELGBEROKIR > THRTHTENBELREVET, ZD 1 DDHEZED. E
EHARBD T 1 )L —HEET T,

TAIVRA—"RET BHEENLDOHOHZDTITH, SEIFE>EBHELEFELLT. 7O€X
V) —ZBAWT. BRZTVW VWOt R TPutty] OREETV. 71 IVZ—REETO>ESAT
TITAET 1 ZERLTVEET,

Process Monitor | WA= 1 —/\—d& Y, [Tools->Process Tree| Z:&ERLE T,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewvent Filter

U i [

Process Mame Process Tree... Ctrl+T

Options  Help

System Details...

Time o..
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lProcess Tree] %BI< & FEED K SBHEEEHAFRENE T, BERYITEEE L TV e 7O X &R
TBTENTE. TOCRDBRFEGREHRATEET,

¥ Process Tree - C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile. PML O X

[[] Only show processes still running at end of current trace

Timelines cover displayed events only

Process Description Image Path Life Time Company Owner Comi *
[ [l svchost exe (3680) Windows t—F3, . C¥Windows¥Syst _Micmsuﬁ Comporat . NT AUTHORITY¥ _ C¥W
ctfmcn.exe (3724) CTFO—#— C:¥Windowssyst... _Micmsoﬁ Corporat... 2C785F70-CDBD-... "ctfm
[ill] svchost .exe (4000) Windows t—ER . C¥Windows¥syst... _Mimsoﬁ Corporat... 2C785F70-CDBD-... C:¥W
[ SamBroker.exe (4136) System Guard 3. C:¥Windows¥syst... _Micmsaﬁ Comporat... NT AUTHORITY¥... C:¥W
[l svchost .exe (3980) Windows t—F3,... C¥Windows¥Syst.. _Micmsoﬁ Corporat... NT AUTHORITY¥... C:¥W
[ SecurityHealthService exe {|Windows Security... C:¥Windows¥syst... _Mimsoﬁ Corporat... NT AUTHORITY¥... C:¥W
[ svchost .exe (2756) Windows H—FR .. C:¥Windows¥syst... _Micmsaﬁ Comporat... NT AUTHORITY¥... C¥W
[l svchost exe (4920) Windows t—F3,... C¥Windows¥syst... _Micmsoﬁ Corporat... NT AUTHORITY¥... C:¥W
[ lsass exe (564) Local Security Aut... C:¥Windows¥syst... _Mlmsoﬁ Corporat... NT AUTHORITY¥... C:¥W
[ Fortdrvhost exe (720) Usermode Font Dr... C:¥Windows¥syst .. _Micmsaﬁ Corporat... Font Driver Host¥... "fontc
[ carss exe (2104) O34T b =4 C¥Windows¥syst _Micmsnﬁ Comporat . NT AUTHORITY¥ _ %Syst
= [T winlogon.exe (2344) Windows 047/ ... C¥Windows¥syst... _Mlmsoﬁ Corporat... NT AUTHORITY¥... winlog
[ Fortdrvhost .exe (3000) Usermode Font Dr... C:¥Windows¥syst .. _Micmsaﬁ Corporat... Font Driver Host¥... "fontc
[ dwm exe (1332) TR ey C¥Windows¥syst _Micmsuﬁ Corporat . Window Manager . "dwm
= 4 Explorer EXE (3972) THAF0—-3— C:¥Windows%Expl.. _Mlmsoﬁ Corporat... 2C785F70-CDBD-...

¥ Procmon64 exe (4072) Process Manitor C¥Users¥WDAG. .. _Sysirﬂemals -ww... 2C785F70CDBD-..
;§5puﬁy exe (1044) SSH. Telnet, Rlog - C¥Users¥WDAG _ Simon Tatham 2C785F70-CDBD-

< >« >

Description: 954 F2h ¥ —)T— 32540 TOER

Company:  Microsoft Corporation

Path: CAWindows\system32\csrss.exe

Command:  %SystemRoot%\system32\csrss.exe ObjectDirectory="Windows SharedSection=1024,20480,76!
User: NT AUTHORITY\SYSTEM

PID: 4322 Started:  9/9/2023 12:34:07 PM

TOtwR V=&Y, TPutty] ZEH L. HZ U v o H5 TAdd Process to Include filter) % ;&R

Li’a—o
= (g Explorer. EXE (3972) I9270-3— C¥Windows#Expl
B ProcmonG4 exe (4072) Process Maonitor C¥Users¥WDAG

Go To Event

<

Add process and children to Include filter
Description:  55H,
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BERHEDB &L PID (FEERID) T 4 JLZ—IT

BAIATHONE S, Process Monitor | D&

ELEIC TPutty] D7 774 ET A DHHRTENTWVS I EZMEERL TLEELN

¥ Process Monitor - C:¥Users¥WDAGLHilityAccount¥Desktop¥Logfile. PML

File Edit Event Filter Tools Options Help
LROIYAG & #

PID Operation

Process Name

cess Start

1044 2 Load Image
egQueryValue

Showing 1,539 of 45,748 events (3.3%)

Path

C ¥ Users¥WDAG UtiityAccount¥ Deskio
¥Device¥vmsmb¥VSMB-{dec07%e-60b
HKLM¥ System¥CumentControl Set¥Contr.
HKLM¥ System¥CumentControl Set¥Contr.

HKLM¥ System*¥CurmrentCantrol Set¥Cantr...
HKLM# System#¥CumentControl Set¥Caontr...

HKLM#SYSTEMECumentControlSet#Co...

HKLM# System¥CurrentControl Set¥Cortr...

HKLM¥SYSTEM¥CurrentControl Set¥Co...
HKLM¥ System#CurmrentControl Set¥Contr.
HKLM¥ System¥CurmrentControl Set¥Contr.
HKLM¥ System¥CurrentControl Set¥Contr.
C¥Users¥WDAG Utility Account¥ Desktop
¥Device¥vmsmb¥VSMB-{dcc079ae-60b
¥Device¥vmsmb¥VSMB-{dec0792e-60b.

HKLM¥Syslem¥CunemCumm\Set¥Ccntr .

Backed by C¥UsersAWDAGUtiityAccount¥Desidop¥Logfle.PML

36 LYZRMIT 971 ET 1 DFER
TPutty] 7O€RD, LIZAMVICEATRT7IT1 71 ZERLET,

TORDODHLER (

.SUCCESS

ol =1

Result
SUCCESS
SUCCESS

Detail
Parertt PID: 3
Thread ID: 4068

SUCCESS Image Base: (77,
SUCCESS Image Base: (x e
REPARSE Desired Access: Q
SUCCESS Desired Access: Q

NAME NOT FOUND Length: 80
SUCCESS
REPARSE

REPARSE
SUCCESS Desired Access: Q
NAME NOT FOUND Length: 24

SUCCESS
SUCCESS
SUCCESS

Desired Access: E
Image Base: (x Fc

NAME NOT FOUND Length 523

BRANKE) DRELBZESLDICRELE T,

B Process Monitor - C¥Users¥WDAGUtilityAccount¥Desktop¥Logfile. PML

File

=

Edit Event Filter

MR LET,

Tools

Options ~ Help

il YAO®| &l F L

¥ Process Monitor - C¥Users¥WDAGUtilityAccount¥Desktop¥Logfile. PML

File Edit Event Filter Tools Options
rA
DRm YA

legQueryValue
legCloseKey
legQueryValue
jegOpenKey
egOpenKey
legQueryValue
eqQueryValue
jegOpenkKey
jegOpenKey
jegOpenKey

Showing 1, 316 of 45,748 events (2.8%)

Help

ER 2l E=rd

¥
HKLM¥Syslem¥Curreanmm\Sa¥Cnmr
HKLM System¥CurentControl Set¥Contr..
HKLM¥ System¥CumrentControl Set¥Contr.

HKLM#SYSTEM#CumentControlSet¥Co...

HKLM¥ System¥CurmentControl Set¥Contr.
HKLM¥SYSTEM¥CumentControlSet¥Co

HKLM SystemCurmrentCantrol Set¥Contr.
HKLM System¥CurentControl Set¥Contr..
HKLM System¥CurentControl Set¥Contr..
HKLM¥ System¥CumrentControl Set¥Contr.
HKLM¥ System¥CurmrentControl Set¥Contr.
HKLM¥ System¥CurmentControl Set¥Contr.
HKLM¥ System¥CurmrentCantrol Set¥Contr.
HKLM¥ System¥CumentControl Set¥Contr.
HKLM System¥CurentControl Set¥Contr..
HKLM# System#¥CurentControl Set¥Contr..
HKLM¥System¥CunEmCunlm\5a¥Cunlr.

17

.REPARSE
NAME NOT FOUND Desired Access:
.REPARSE

Resutt
REPARSE
SUCCESS

Desired Acces

Q
Desired Access:

.NAME NOT FOUND Length: 80
.SUCCESS

REPARSE Desired Access:
NAME NOT FOUND Desired Access:
REPARSE Desired Access
SUCCESS Desired Access:

.NAME NOT FOUND Length: 24
.SUCCESS

NAME NOT FOUND Length: 528
.REPARSE

Desired Access:
NAME NOT FOUND Desired Access
NAME NOT FOUND Length: 528
MNAME NOT FOUND Length: 528
Desired Access:

Desu-ed I\c:ess.

Backed by C:¥UsersYWDAGUHilityAccount¥Desktop¥Logfile. PML

Desired Access: Q...
NAME NOT FOUND Desired Access: Q...
Desired Access: Q...

Image Base: xAfc...
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RICFHT Filter ZRELE T,
A= a2 —/\—® [Filter->Filter] Z&IRLET,

Z D%, &I TPath] Tcontains) Thitachi-systems] Tthen] lNnclude] #&&RE L. Add K& >

ZHTL. T2 —ZBMmLEd,

B Process Monitor Filter

Display entries matching these conditions:

[path v ||contains | hitachi-systems ~| then include |
Column Relation Value Action ~
2P0 i 1044 Jociuge

contains
A€ Process N

is Autoruns exe Exclude

is ProcmenBéexe  Exclude
[ €3 Process N__is Procexpbdexe  Exclude v

[ ok || e ||

T 1 IVR—%ERET % & Path [T Thitachi-systems| DXFIIHSEND T

TENET,

IT A ET 1 DIHHE

%z L C. Path THKCU\SOFTWARE\SimonTatham\PuTTY\Sessions\hitachi-systems | (<x$ L C RegCreateKey

ZITO2TWVWBTEN

I Process Monitor - C:¥Users¥WDAGULilityAccount¥Desktop¥Logfile, PML

File Edit Event Filter Tools Options Help

EEIIIRN YAO & L/ |Hw2 M

Process Name PID  Operation Path

ateKey
1044 [B RegSetValue

y  HKCU¥SOFTVWARE¥Simon Tatham¥PuTTY¥Session

HKCLESOFTWARE Simon Tatham¥PuTTY¥Sessions¥ . 2Ehtachi-systems#Presert SUCCESS Type: REG_DWO.
1:403... Efputty exe 1044 [ RegSet) HKCLE SOFTWARE Simon Tatham¥PuTTY % 2Ehtachi-systems¥HostName  SUCCESS Type: REG_SZ. Le.
1:40:3... dfputy exe 1044 [B RegSetVal HKCLE SOFTWARE¥ Simon Tatham¥PuTTY . 2Ehitachi-systems¥LogFileName  SUCCESS Type: REG_SZ. Le.
1:403... @Pputty exe 1044 [ RegSetVal HKCL SOFTWARE¥ Simon Tatham¥PuTTY - 2Fhtachi systems¥logType  SUCCESS Type: REG_DWO.
1:403... ZPputy exe 1044 [ HKCLYSOFTY Tatham¥PuTTY % 2Ehitachi-systems¥LogFileClash  SUCCESS Type: REG_DWO.

Eat—l

X E

O TEEL LS. ROIEFEDT8.
BRL. 712 =% SHIBRLTLREL,
I Process Monitor Filter

Display entries matching these conditions:

BTEZXJ, ThiE. Process Monitor] T lPutty] MRELIEtEY 3
VEHREL VAN —FRETRDRRRDT VT ET LT

IR LIcEDICHIET,

Result

SUCCESS

Detail

itachi systems Desired Access: R

LIc71IVZ—DF v IRy R%EHNL, TOK] #

|Architecture

Apply

| then [Include  ~
Relation Value Action o
Include
Include
i Procmon exe
is Procexp exe Exclude
is Autonuns.exe Exclude
e Process N... is Procmon64.exe Exclude
€ Process ... is Procexpbdexe  Exclude ¥
ok || concel
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3.7774IT 7T 1 ET 1 DFER

TPutty)] 7OERD, 771 IVREICET 37071 ET7 1 %ZHBLET,

RORDODHHER (BEEHKE) OREELEZELSITHREL. Putty) 7OLRDT 71T
BI27 071 ET A DHHIRRENTEEHRLET,

I Process Monitor - C¥Users¥WDAGUtilityAccount¥Desktop¥Logfile.PML o N

File Edit Event Fiter Tools Options Help

LRI YH@|& £ L E|aSD o E

PID  Operation Path Result Detail o

' Qreatefile C:#Users¥WDAG Utility Account¥ Desktop SUCCESS Desired Access: E..
7 QreateFile C¥Users¥WDAG ity Account¥ Desktop¥putty.exe.Local NAME NOT FOUND Desired Access: R..
s QreateFile C¥Windows¥WinSxS¥amd64_microsoft windows commen-controls_6595b64144ccf1df_... SUCCESS Desired Access: E.
# QueryOpen C¥Windows¥WinSx5¥amd64_microsoft windows commen-controls_6595b64144ccf1df_.. SUCCESS CreationTime: 7/16.
v (reateFile C¥Windows¥WinSxS5¥amd64_microsoft windows common-controls_6595064144ccf1df_.. SUCCESS Desired Access: R
# QreateFileMapp . C¥Windows¥WinSxS¥amd64_microsoft windows common-controls_6595064144ccf1df_ . FILE LOCKED WI... SyncType: SyncTy.
'+ QoseFile C¥Windows¥WinSxS¥amd64_microsoft windows common-controls_6595064144ccf1df_ . SUCCESS
¥ QueryOpen C¥Windows¥ System32¥oleaut 32 dil SUCCESS Creation Time: 7/28.
7 Qreatefile C#Windows¥ System32¥oleaut 32 dil SUCCESS Desired Access: R..
¥ QreateFileMapp...C¥Windows¥ System32¥oleaut 32.dll FILE LOCKED WI... SyncType: SyncTy.
= Qu C¥Windows¥ 2oleaut32dl SUCCESS AllocationSize: 835.
' QreateFileMapp . C¥Windows¥ System32¥oleaut 32 dll SUCCESS SyncType: SyncTy.
¥ QoseFile C¥Windows¥ System32¥oleaut 32 dll SUCCESS
 (reateFile C¥Windows¥WindowsShell Manifest SUCCESS Desired Access: G
%1 GreateFilsMapp..C¥Windows¥Windows Shell Manifest FILE LOCKED W1 SyncType: SyncTy
= Qe C¥Windows¥Wir | Manifest SUCCESS AllocationSize: 4.0.
= Qu C¥Windows¥Wir .Manifest SUCCESS AllocationSize: 4.0.. |
>

Showing 151 of 45,748 events (0.33%) Backed by C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile.PML

| TOperation] H* ICreateFile) &7x>TWA1TEEL.HEY U v 7 H 5 THighlight ‘CreateFile’
ERLET,

B Process Monitor - C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile.PML - 0O X

File Edit Event Filter Tools Options Help

LRI YAO &I # LW ED E W

Process Name PID  Operation Path Result Detail ~
1044 = CreateFil = = SUCCESS Desired Access: E..
EEpLty exe 1044 T CreateFie| § Properties. Crd+P  Dssktop¥putty exe Local MAME NOT FOUND Desired Access: R

. EPputty.exe 1044 [m Createfile| € Stack... Ctrl+K licrosoft windows .common-controls_6595b64144ccf1df_... SUCCESS Desired Access: E..

. EBpuity.exe 1044 s QueryOper icrosoft windows commen-controls_6535b64144ccf 1df_... SUCCESS CreationTime: 7/16.
EBputy exe 1044 u CroatoFle| H Toogle Bookmark Crle8 Lo i e common conrols_6598064144cct1d . SUCCESS Desired Access: R
Efpuity exe 1044 s CreateFiel 7| Jump To... Cirl+)  hicrosoft windows common-controls_6595b64144ccf1df_... FILE LOCKED WI... SyncType: SyncTy.

. Efputty exe 1044 7 Closefile T AT icrosoft. windows.common-controls_6535b64144ccf1df_... SUCCESS

puity exe 1044 s QueryOpet 2.dI SUCCESS CreationTime: 7/28.
EPpuity exe 1044 FuCreatefle| | 12.dl SUCCESS Desired Access: R
afputty exe 1044 FiCreateFile neiude Lreaterie 12l FILE LOCKED W1.. SyncType: SyncTy.

. Efputty exe 1044 [ QueryStan Exclude 'CreateFile' 12.dl SUCCESS AlocationSize: 835.

. EBpuity.exe 1044 s CreateFile SUCCESS SyncType: SyncTy.
EPpuity exe 1044 s CloseFile - - SUCCESS

. #Pputty exe 1044 FuCreatefie|  Copy ‘Createfile rifest SUCCESS Desired Access: G.

. EBpuity.exe 1044 s CreateFile nifest FILE LOCKED WL... SyncType: SyncTy.
EPputty exe 1044 7 QueryStan  Edit Filter 'CreateFile! nifest SUCCESS AllocationSize: 4,0
Efputy exe 1044 5 QuerySta fest SUCCESS AlocationSize: 4,0..

P Exclude Events Before - — N
Exclude Events After

I 1 Human«IT g .




@ SHIELD 59|:urih| fesearch Center

BIRDIRD D EKET ICreateFile] DIFHFHDINA S A ~ 5
TOT4 T4« &R LEAS. HBELEVEFOMHERZHTHEMEFE

B Process Monitor - G¥UsersfWDAGLHilityAccount¥Desktop¥Logfile. PML

| = D of A

File Edit Event Filter Tools Optiens Help
EEH IR0 YAO & # £
Time Process Name PID  Operation Path

1044 & CreateFileMapp.
1044 T CloseFile

1044 ' QueryOpen
1044 CreateFile

1044 T CloseFile
1044 ' CreateFile
1044 T CreateFileMapp.
1044 5w QueryStandard|
1044 % QueryStandard|

Showing 151 of 45,748 events (0.33%)

1044 G CreateFileMapp..
1044 & QueryStandardl...
1044 G CreateFileMapp..

Backed by C:¥UsersWWDAGUility Account¥Deskiop¥Logfile. PML

C ¥Users¥ WD/

C:¥Users¥WDAGUtility Account¥ Desktop¥puity.exe.Local
C¥Windows¥WinSx5¥amd64_microsoft windows common-controls_6535064144ccf 1df_
C¥Windows¥WinSx5%amd64_microsoft windows common-controls_6595064144ccf 1df_
C¥Windows¥WinSx5¥amdb4_microsoft windows common-controls_6595064144ccf 1df_
C¥Windows¥WinSx5¥amdb4_microsoft windows common-controls_6595064144ccf 1df_
C¥Windows¥WinSx5¥amd64_microsoft windows common-controls_6595b64144ccf 1df_
C:¥Windows¥ System 32¥oleaut 32 dll

C:¥Windows!¥System 32¥oleaut 32 dIl

C¥Windows¥System32¥cleaut 32 dI

C¥Windows¥System32¥cleaut32.dI

C¥Windows¥System32¥cleaut32.dI

C¥Windows¥System32¥oleaut32 di

C¥Windows¥Windows Shell Manifest

C¥Windows¥WindowsShell Manifest

C¥Windows¥WindowsShell Manifest

C¥Windows¥WindowsShell Manifest

38y FI—9T VT 1 ET 1 DEEER

TPutty] 7OXRAD, Ry bT—VICBTZ7 V7171 ZHERLE T,
HEHKE) DIRELLBEDITRELET,

ROEDODHDERN (

TNEY, TaIbA—EIFEW,

EXEN))
FEREBYVET,

Detail G
Desired Access. E.|
T FOUND Desired Access: R..

SUCCESS Desired Access: E.
SUCCESS CreationTime: 7/16.
SUCCESS Desired Access: R
FILE LOCKED WI... SyncType: SyncTy.
SUCCESS

SUCCESS CreationTime: 7/28.
SUCCESS Desired Access: R..
FILE LOCKED WI... SyncType: SyncTy.
SUCCESS AllocationSize: 835.
SUCCESS SyncType: SyncTy.
SUCCESS

SUCCESS Desired Access: G
FILE LOCKED WI... SyncType: SyncTy.
SUCCESS AllocationSize: 4,0
SUCCESS AllocationSize: 4.0..

>

Ffe TPutty) 7EERDRY FT—VBT 37071 ET 1 DR DRRENT LERRBLET,

I Process Monitor - C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile.PML

File Edit Event Filter Tools Options Help
CEICRETEAG &k
Time Process Name PID Operation
1:40:5 ‘putty exe 1044 S TCP Connect
1:40:5 putty exe 1044 D' TCP Send
1:40:5 putty exe 1044 D' TCP Send
1:40:5 'putty exe 1044 S TCP Send
1:40:5 putty exe 1044 S TCP Receive
1:40:5. Iputty exe 1044 G TCP Disconnect

o
| 4.0 71| w[Dee @

9795 -> 202.222.240.168 hitp
9795 -> 202.222.240.168 hitp
9795 -> 202.222.240.168 hitp
9795 -> 202.222.240.168 hitp
9795 -> 202.222.240.168 http
9795 -> 202.222 240.168 itp

Result Detail
SUCCESS Length: 0, mss: 14.
SUCCESS Length: 21, startim
SUCCESS Length: 14, startim
SUCCESS Length: 2, startime
SUCCESS Length: 392, seqn.
SUCCESS Length: 0, seqnum...

lputty] H.1202.222.240.168] | HTTP #iiix LTWB T DDA Y E T,
www.hitachi-systems.com (cB84 % IP 77

6. HbYIc
SEI.

[202.222.240.168 .
FLZXTY, Process Monitor] H' lPutty] < Telnet #
ft (HTTP #5t) LIoBfEER%E. 777174 L LTEBRLTVWS T EDHERTEF LT,

2. 70+t ZMERR) & LT ISysinternals Suite] IC&E M5 Process Monitor | &Mz,

Windows 7A€ ZXD7 771 E7« (BE) D, LIZAM « T7AI - v T —T DRERAE=HE

BLE LT
RIVoTT

ICRELTWBZ EDDMY, <ILT T

v 7’@¥§U®§Eﬁi\ Sz Y 5 EDRIBET Y

RENG
EEHRLET,

[& Sysinternals Suite] IZ&

N3 [TCPView] ZHWT. RV

20

T7AIVEEERDHI > TVWBEEIE. IV

b T — U BERRORERS
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