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@ USBHDD D7 +—= v b
T T Tl REREIs (Cent0S9) (T#EELIZ USBHDD 27+ —< v b LTWEE T,
£9. EfmiREEROFIET Msurugilinux] #EEILET,

@ USB HDD sZHIKIR DEERR
EENTE T LELRS2—3IF)bZEILS EIFTREOIN Y K¢ USB HDD DFFEKR = fEss L &
¥, 5L MDKSIT, /dev/sdb & LT, 20GB D HDD HERHEN TS T EDHEER TEEX T,

# fdisk -1

80 bytes, 41943040 sectors

@ read-only E— F7 Qv

parted X > RT/IN\—7 1 ¥ 3 VEER LIZLDTIH. [Msurugi Linux) ZFE L TWBHE.
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GHEECIDNREEEDL TEFEh, TZ T SEIE. /dev/sdb D read-write E— K& LT7 >0y
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7 A% kw7 E®D ITSURUGI DEVICE UNLOCKER ] %281 L%,

/dev/sdb h\ read-only T 5 Z EHHERTEXT DT, /dev/sdb ITF v 7 %Z AN, Unlock R%
VEETLEY., RTH. /dev/sdb b read-write E— R TH 2 T E AR L TLEEL,

TSURUGI DEVICE UNLOCKER TSURUGI DEVICE UNLOCKER

D/WRITE mode:
nd press: Unlock

Il available partitions

5.0GiB read-only
20GiB read-only

Unlock

Unlock

®ON—T 12 3V OER

parted XY RTCN—FT 1 a v EERLE T,

IN=FT 42 3 ERIR Y RIFLLFDEY T9, T C. mklabel A< > KT lgptl Z1EELT
WETH. LFREEEDED TEUVE A, T, Partition Table [ gpthAt v FEhizT &
EHERLET,
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# parted /dev/sdb
(BR)

(parted) mklael gpt
(B&)

(parted) p

@74—=v b (ext2)

mkpart X > FEZRAWT., 74#—<v bLET, TT Tl Start 0%. End100%%IEE L. &k
Zex2 C74—<xv FLET, SEIF. 74—< v bHTETH. /dev/sdbl & LTER#EINE LTz
HH. ext2 BRIRLcDIE. el A LT parted A< KA exFAT (St L CWEW e T,

@ read_only x— I.‘a)jl*/n W 7 TSURUGI DEVICE UNLOCKER

— With this panel you can unlock your devi READ/WRITE mode

7 Z 7 |\ “/ 70 J: 0) FTSURUG' DEVlCE /IPIIea:; EZK'E;Z:;‘:Q:;Z %Lr;:)a‘gr n:vun lock and press: U||I:::DI(P
X To quit press: Exit

UNLOCKER/ %EEJ L T. /dev/sdbl [CF T v Advanced mode switch allows to show all available partitions
uUnlock Device Size Current s s
7 L. Unlock /T\g \/%ﬁa—F Li?‘o /devisda 5.0GiB read-only
/dev/sdal 1.0GiB read-only
/devisdaz 4.0GiB read-only
/dev/sdb  20GiB read-write

@®  /dev/sdbl 20GiB read-only

fdev/loop0 785MiB read-only
/dev/dm-0 512MiB read-only
rdevidm-1 3.5GiB  read-only

Unlock X ERC
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®7#—v F (exFAT)
/dev/sdb1 % exFAT T74#—< v FLE T,

# mkfs.exfat /dev/sdbl

©3 VY FERRDEERR
REFELTRYTIVELET,

# mkdir /media/usbhdd
# mount /dev/sdbl /media/usbhdd

BRICTARAIDIT Y MAREESELEYT, OX Y RRITHERIC, /dev/sdbl on /media/usbhdd
DEBBHBHNIE. RELDEMRIZTT T,

CD - ROM HSiEEEN L= 0S LT 1 *—J{EREAY 7 FE1T

I, HDD DREfFEZREL £9, HDD DRE/EEICIE. YENICELC HDD IcOE—93%4
BREEHYEIH. SEIE. [TsurugiLinux] ITIERENTWAIARY FEBWTC. A X—IT7
AIWEIERLE T, A A—TIT7AIVEE BEINET—2%. 77107+ VA EEERD
fE B - FELET—2771ILDT ETY,

@dd Ovr F&fE-f-aE—

dd OV REFO T AA—IT7AIVEERLE T, dd IV RIE7 71 IVAfEES N0y
JHARXTCAE—=LEY, cp ARV R 77 0IbEIE—FBEIFTIHdd aAx Rk, 7/\
AZADSTINAANOE— LY TEHTENTEEXT, ddDaAX Y RHAGIEFEDBEY TY,

#dd if=s[ AA ] of=[ £/ ] bs=[ 7OV I HA1X]
FzlE

#dd if=[ A77] bs=[ TOVITAX] > [ £ ]

SEETIE. LFDESICAALTRIFLTVWEY, conv A T3 >D/\Z A—%2—& LT noerror
RBEIRICKBIS—HHo>THIE—%ME) & sync (TZ—DHD%E 0/\T+1>7) =IEE
LTWEY, BH. TOIAXY ROET L TITED Y DEEHHDY 7,

# dd if=/dev/mapper/cs-root of=/media/usbhdd/victim-Cent0S-root.dd

bs=64k conv=sync,noerror
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@ FTKImager ZRW e X—J 7 7 1 IVOIERL

FTK Imager Z WM e, 4 XA =2 7 7 A )VDVERZRHE L £ 9. FTK Imager (&, Exterro 4t (18 :
AccessData #t ) DEFIERET 574 LI v oY — LT,

SESELGTH LIy IEEELRH Y TTH. SEIE. D FTK Imager ZfE>TA A—I T 71
IVDIEREAHERLE T, FTK Imager DAY RFRIAFIETEEDEY TT, #FMlIEI<Y FONILT
HESBLTLETL,

# ftkimager A/ [ #7371 [Option]

FEECIE. UFDESIEADLTEITLTVWET, GH. XY ROFTT E Tleldh i Y DB
DO EY,

# ftkimager /dev/mapper/cs-root /media/usbhdd/ftk-victim-Cent0S-

root.img

OHEA A=V 7 7L IVDTFTERER
BB, SEWME LA A —I F — 4% [ictim-CentOS-root.dd] [ftk-victim-CentOS-root.
img(.001)] DT 7 A IViFE. 77 A IVTFAZXHRE L THB T EERRLTLREL,

ftk-victim-Cent0S-root.img. 001
ftk-victim-Cent0S-root.img.001.tx

victim-Cent05-root.dd

TTT. AA—TIT—2DHEERERLIENETATID, DA VT TRET BT LIEPD
THEET, TOEHICOWTIE. REITHAETETWVLETT,

sbYic

4% [ (&, Live E2 &) L 7= lTsurugi
Linux] ~NEF#L{R S A D USB HDD % R-J2LUIvIR

SHMERAD

DI—=5T) USBHDD 7 & #$#H5
L, dd a< > R ftkimager O< COROMZEY | s PC
Y REBAVT., REFKRD Cent0S 9 T SeS® S
DHOD %A A=V T 7AILELTR
2y st >l «

RE&, USB HDD A&t CEHE WL R
BHEOBAI. Ry FT—sH8LIES /~571,0070 —
A= 7 7 A IVERIET BFIE%E £ z @ oot
LEY. £l BBLIEAA—IT 7 1A/ bRiT

A IVDHESR. HESRDBED IR R Z R
L&Y,

SRR AN T BIE%

2 HDD R &N T2 & SRR CHEN'T B1FE
% https://www.exterro.com/forensic-toolkit
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